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 M
 odern malware is almost exclusively authored by professional
criminals that act in the domain of organized crime. Given
the enormous popularity of inexpensive malicious software
generation kits, even the technically illiterate can easily build

”

stealthy malware with sophisticated anti-detection mechanisms.

- Paul Royal, research scientist in the Georgia Tech Information Security Center
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“ We believe that this technology will increase the number of people being

vaccinated, especially among the most susceptible populations of children
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and the elderly. If we can make it easier for people to be vaccinated and
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improve the effectiveness of the vaccine, we could significantly reduce the

”

number of deaths caused every year by influenza.

- Mark Prausnitz, professor in the School of Chemical & Biomolecular Engineering
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“ When we apply a strain to a nanowire placed across two metal

electrodes, we create a field that is strong enough to serve as the
gating voltage. This type of device would allow mechanical action to be
interfaced with electronics, and could be the basis for a new form of logic

”

device that uses the piezoelectric potential in place of a gate voltage.

- Zhong Lin Wang, Regents professor in the School of Materials Science and
Engineering

“ Though a practical quantum computer may still be decades away,

research being conducted today is laying the groundwork for such a
device by bridging the vast gap between the theory and practice of

”

quantum information processing.

- Dick Slusher, GTRI principal research scientist and director of the Georgia
Tech Quantum Institute
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“ The opportunity we have is to go far beyond the
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current product road maps. We really have the
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opportunity to change the industry and to design
our applications with new computing architectures.
For the first time since the beginning of computing,

”

we will be able to work with a clean slate.
- David Bader, professor in the School of
Computational Science and Engineering

Companies that compete on the basis of
“ innovation
are much more profitable, pay higher

32

wages and are more likely to benefit from insourcing opportunities than firms that compete
on low price. Adoption of an innovation strategy
can be useful to manufacturers regardless of
industrial segment and is especially important

”

during difficult economic times.

- Jan Youtie, principal research associate in the
Enterprise Innovation Institute

“ This has really important evolutionary

implications. Our study shows that the identical

36

steroid molecule found in humans and rotifers
is used for two very different aspects of

”

reproduction.

- Julia Kubanek, professor in the School of Biology and
School of Chemistry and Biochemistry
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Researchers from Georgia

Flu Vaccination Using
a Microneedle Patch:

Tech, Emory University and
a Seattle-based nonprofit organization have
received $10 million from
the National Institutes of
Health (NIH) to advance a
technology for the painless,

NIH Awards $10 Million to Advance Technology for Painless,

self-administration of flu

Self-Administration of Vaccine

vaccine using patches containing tiny microneedles

By John Toon

that dissolve into the skin.
The five-year grant will be
used to address key technical issues and advance the
microneedle patch through
a Phase I clinical trial.
Photos: Sean Sullivan
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This sequence of images
shows one type of
microneedle dissolving in
the skin during a five-minute
period of time. Dissolving
microneedles could be used to
carry vaccine into the body.
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T

he National Institutes of Health (NIH) has
awarded $10 million to Georgia Tech, Emory
University and PATH – a Seattle-based nonprofit organization – to advance a technology for
the painless, self-administration of flu vaccine using
patches containing tiny microneedles that dissolve
into the skin.
The five-year grant will be used to address key
technical issues and advance the microneedle patch
through a Phase I clinical trial. The grant will also
be used to compare the effectiveness of traditional
intramuscular injection of flu vaccine against administration of vaccine into the skin using microneedle
patches. In animals, vaccination with dissolving microneedles has been shown to provide immunization
better than vaccination with hypodermic needles.
“We believe that this technology will increase
the number of people being vaccinated, especially
among the most susceptible populations of children
and the elderly,” said Mark Prausnitz, a professor in
the Georgia Tech School of Chemical & Biomolecular
Engineering, and the project’s principal investigator.
“If we can make it easier for people to be vaccinated
and improve the effectiveness of the vaccine, we
could significantly reduce the number of deaths
caused every year by influenza.”
Vaccine-delivery patches contain hundreds of
micron-scale needles so small that they penetrate
only the outer layers of skin. Their small size may allow vaccines to be administered without pain – and
could allow people to apply the patches themselves
without visiting medical facilities.

While the ability to immunize large numbers of
people without using trained medical personnel is a
key potential advantage for the microneedle patch,
the researchers have learned that administering the
vaccine through the skin creates a different kind of
immune response – one that may protect better.
“We have seen evidence that the vaccine works
even better when administered to the skin because
of the plethora of antigen-presenting cells which
reside there,” said Ioanna Skountzou, co-principal investigator for the project and an assistant professor in
Emory’s Department of Microbiology and Immunology. “This study will allow us to determine how we
can optimize the vaccine to take advantage of those
cells that are important in generating the body’s immune response.”
Among the issues to be addressed in the fiveyear study are:
• Developing an administration system that will
be simple to use, intuitive and reliable. “Our goal
is to make these patches suitable for self-administration so that anybody could take a patch out
of an envelope, put it on and have it work with
high reliability,” Prausnitz said.
• Studying the long-term stability of vaccine
used in the patches, and optimizing technology for incorporating it into the dissolving
microneedles. “We need to put the vaccine
into a dry form in this patch,” said Prausnitz.
“We expect that this dry vaccine will provide
enough stability that the patches can be
stored without refrigeration.”

•

Evaluating the economic, regulatory,
social and medical implications of a
self-administered vaccine. PATH, an international nonprofit organization, will assist
with this work, and will help strategically
address any issues. “We will be assessing
the barriers that may exist to introduction
of a self-administered flu vaccine so we
can anticipate those issues and develop
possible solutions,” said Darin Zehrung,
leader of the vaccine delivery technologies group at PATH.
The funding came from the Quantum
Program of the National Institute of Biomedical Imaging and Bioengineering (NBIB), which
is part of the NIH. While the funding focuses
specifically on influenza vaccination, the lessons learned may advance other microneedle
applications, including vaccination efforts in
developing countries where skilled medical
personnel are limited and concerns about the
re-use of hypodermic needles are significant.
A Phase I trial, to be conducted by the Hope
Clinic of the Emory Vaccine Center, is expected
to take place during the final year of the grant,
setting the stage for Phase II and Phase III

clinical trials that would be required to obtain
FDA approval.
Microneedle drug and vaccine delivery systems have been under development at Georgia
Tech and elsewhere since the 1990s. The technology got a significant boost in July 2010 with
publication of a study in Nature Medicine that
showed mice vaccinated with dissolving microneedles were protected against influenza at
least as well as mice immunized through traditional hypodermic needle injections.
The patches used in that study contained
needles just 650 microns long, assembled into
arrays of 100 needles. Pressed into the skin,
the needles quickly dissolved into bodily fluids
thanks to their hydrophilic polymer material,
carrying the vaccine with them and leaving
only a water-soluble backing.
Prausnitz hopes that the $10 million in NIH
funding will help accelerate development of
the microneedle patches to make them available for general use within five to 10 years. rh
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“

 e believe that this
W
technology will increase the
number of people being
vaccinated, especially
among the most susceptible
populations of children and
the elderly. If we can make
it easier for people to be
vaccinated and improve the
effectiveness of the vaccine,
we could significantly
reduce the number of
deaths caused every year by
influenza.

”

— Mark Prausnitz,
professor in the School of
Chemical & Biomolecular
Engineering
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An array of 100 dissolving microneedles is shown here on a U.S. penny coin for size comparison. A recent study showed that vaccination
using dissolving microneedle patches protected mice against flu at least as well as vaccination using hypodermic needles.
Photo: Jeong-Woo Lee
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The number and complexity
of cybersecurity threats
has grown as corporate,
government and consumer
dependence on secure
and reliable computer
and cellular networks has
increased. Cybersecurity
researchers at Georgia Tech
are developing technologies
and security strategies
to enable the global
cybersecurity solutions
of the future. This work
involves researchers from
the College of Computing,
College of Engineering,
Ivan Allen College of Liberal
Arts and the Georgia Tech
Research Institute (GTRI).

Tackling Global
Cybersecurity Threats:
Georgia Tech Is Developing Technologies and Strategies to
Enable Cybersecurity Solutions
By Abby Robinson

E

very morning, Paul Royal sifts through reports
on tens of thousands of new malicious software samples to ﬁnd the few that are truly
novel and warrant further analysis. With 20 million
new malware samples created last year alone, Royal
stays busy.

“Modern malware is almost exclusively authored
by professional criminals that act in the domain of organized crime,” said Royal, a research scientist in the
Georgia Tech Information Security Center (GTISC).
“Given the enormous popularity of inexpensive malicious software generation kits, even the technically
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GTISC research scientist Paul Royal stands in front of a map showing the locations of computers in more than 190 countries that were compromised by the
Mariposa botnet. Royal used a system he developed called MTrace to help dismantle Mariposa.

illiterate can easily build stealthy malware with
sophisticated anti-detection mechanisms.”
The number and complexity of cybersecurity threats has grown as corporate, government
and consumer dependence on secure and
reliable computer and cellular networks has
increased – and the software Royal examines is
only part of the problem. In 2010, malware programmers developed new forms of malicious
software, including Stuxnet, which targeted
Iran’s critical infrastructure. In addition, Google
disclosed that its systems had been deeply penetrated by sophisticated international attackers.
Georgia Tech cybersecurity researchers
are developing technologies and security
strategies to enable the global cybersecurity
solutions of the future. Georgia Tech’s cybersecurity research efforts are multidisciplinary and
institute-wide – involving researchers from the
College of Computing, College of Engineering,
Ivan Allen College of Liberal Arts and the Georgia Tech Research Institute (GTRI).
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Threat Monitoring and Analysis
Malware, which includes everything from
worms to viruses to botnets, is spreading faster
than ever over the Internet. Bots are automated
software programs that steal computing power
every time an infected computer connects to
the Internet. Computer hackers harness these
stolen resources to form scattered yet powerful
networks – called botnets – that can be used
to send spam, execute phishing scams or steal
financial information.
The fight against malware is often viewed
as an arms race. Cybersecurity experts must
continually raise the bar, sometimes by highprofile arrests and takedowns of cybercrime
networks. In the past year, Royal helped dismantle two large botnets – Mariposa and Kraken
– using a system he developed called MTrace.
MTrace is an automated malware analysis
system that uncovers certain characteristics
of each malware sample and aggregates
the information into a malware intelligence
database that is used by corporate security
groups, hosting providers, domain registrars
and law enforcement.
“With tens of thousands of new malware
samples uncovered daily, this automated
analysis software is valuable to security researchers because the time required by a
human to analyze every piece of new malware has become overwhelming and nearly
impossible,” said Royal.
At its peak, the Mariposa botnet comprised
more than 1 million computers, including
compromises in half of the Fortune 1000 firms,
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GTISC, established in 1998, and the recently
created GTRI Cyber Technology and Information Security Laboratory (CTISL), leverage the
cybersecurity expertise across Georgia Tech
to define and develop research programs that
have made Georgia Tech an international leader in basic and applied cybersecurity research.
This article examines Georgia Tech cybersecurity research efforts in the areas of threat
monitoring and analysis, mobile device and
telephone security, secure information sharing,
and U.S. government agency security.
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GTRI researchers Josh Davis (standing) and Richard Boyd (right) investigated the GPU threat to password security, aided by
College of Computing undergraduate researcher Carl Mastrangelo.
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as well as government agencies, universities and home users
in more than 190 countries. When Mariposa’s command-andcontrol domains were shut down and its operators arrested,
800,000 financial credentials were found on one of the operator’s home computers.
Royal also used MTrace to gather intelligence about the resurgence of the large spamming botnet, Kraken. The Kraken botnet
– which at one point included about 650,000 compromised computers, including computers in 10 percent of the Fortune 500
companies – re-emerged about a year after its last takedown,
bootstrapped by another botnet that acted as a malicious installation service. According to Royal, this shutdown took exceptional
persistence, as the Kraken operators continuously changed their
domain names and hosting providers.
Cybersecurity professionals like Royal and programs like MTrace
are placing increasing pressure on the controllers of the tens of
thousands of botnets worldwide.

Botnets aren’t the only threats researchers in GTISC are battling – they’re also trying to eliminate “drive-by downloads.” During
a drive-by download, a website installs malicious code, such as
spyware, on a computer without the user’s knowledge or consent.
Approximately 1.2 million websites worldwide were found to be
infected with malware in 2010.
Georgia Tech School of Computer Science professor Wenke
Lee, graduate student Long Lu and collaborators from Californiabased SRI International developed a tool to eliminate drive-by
download threats. BLADE – short for Block All Drive-By Download
Exploits – is browser-independent and designed to eliminate all
drive-by malware installation threats. Funding for the BLADE tool
was provided by the National Science Foundation, U.S. Army Research Office and U.S. Office of Naval Research.
“By simply visiting a website, malware can be silently installed
on a computer to steal a user’s identity and other personal information, launch denial-of-service attacks, or participate in botnet

dramatically accelerates a password-breaking technique that
engineers call “brute forcing.”
In brute forcing, attackers use a fast GPU (or even a group of
linked GPUs) – combined with the right software program – to
break down passwords that are keeping them out of a computer
or a network. The intruders’ high-speed technique basically involves trying every possible password until they find the right one.
“Length is a major factor in protecting against brute forcing
a password,” explained Joshua L. Davis, a GTRI research scientist
involved in this project. “A computer keyboard contains 95 characters, and every time you add another character to your password,
your protection goes up exponentially, by 95 times.”
Complexity also adds security, he said. Adding numbers, symbols and uppercase characters significantly increases the time
needed to decipher a password.
Would-be password crackers have other advantages, said
Carl Mastrangelo, an undergraduate student in the College of
Computing who is working with GTRI on the password research.
A computer stores user passwords in an encrypted “hash” within
the operating system. Attackers who locate a password hash can
besiege it by building a “rainbow table,” which is essentially a database of all previous attempts to compromise that password hash.
Generating a rainbow table takes a long time, but if an attacker
wants to crack many passwords quickly, once he’s built a rainbow
table it might then only take about 10 minutes per password rather than several days.
Davis believes the best password is an entire sentence, preferably one that includes numbers or symbols. That’s because a
sentence is both long and complex, and yet easy to remember. He
said any password shorter than 12 characters could be vulnerable
– if not now, soon.
Mobile Device and Telephone Security
Smartphones – such as BlackBerrys, Droids and iPhones – have
become indispensable to everyone from today’s highly mobile
workforce to tech-savvy youngsters. While these devices keep
friends and colleagues just a few thumb-taps away and allow business to be done anywhere that has cellphone reception, they also
pose new security and privacy risks.
“Traditional cellphones have been ignored by attackers because they were specialty devices, but the new phones available
today are handheld computers that are able to send and receive
email, surf the Internet, store documents and remotely access
data – all actions that make them vulnerable to a wide range of
attacks,” said Patrick Traynor, an assistant professor in the Georgia
Tech School of Computer Science and a GTISC faculty member.
Traynor and Jonathon Giffin, also an assistant professor in the
School of Computer Science, recently received a National Science
Foundation grant to develop tools that improve the security of
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activity,” said Lee, who is also co-director of GTISC. “BLADE is an
effective countermeasure against all forms of drive-by download
malware installs because it is vulnerability and exploit agnostic.”
The researchers evaluated the tool on multiple versions and
configurations of Internet Explorer and Firefox. When they exposed a computer to more than 1,900 malicious websites, BLADE
successfully blocked all drive-by malware installation attempts.
The software produced no false positives and required minimal
resources from the protected computer. Major antivirus software
programs caught less than 30 percent of the more than 7,000
drive-by download attempts from the same websites.
The BLADE testing showed that the applications most frequently targeted by drive-by download exploits included Adobe
Acrobat Reader, Sun Java and Adobe Flash – with Adobe Reader
attracting almost three times as many attempts as the other programs. Computers using Microsoft’s Internet Explorer 6 became
infected by more drive-by downloads than those using versions
7 or 8, while Firefox 3 had a lower browser infection rate than all
versions of Internet Explorer. Among the more than 1,900 active
malicious websites tested, Ukraine, the United Kingdom and the
United States were the top three countries serving active drive-by
download exploits.
“BLADE monitors and analyzes everything that is downloaded
to a user’s hard drive to cross-check whether the user authorized the
computer to open, run or store the file on the hard drive. If the answer
is no to these questions, BLADE stops the program from installing or
running and removes it from the hard drive,” explained Lu.
The researchers hope to release BLADE to the public for download later this year.
While computer users are waiting for this release, they should
spend some time protecting their personal information with stronger passwords. A recent study by researchers in the Georgia Tech
Research Institute (GTRI) found that seven-letter passwords might
not be safe for long because of the growing computing power of
graphics processing units (GPUs).
“Right now we can confidently say that a seven-character password is hopelessly inadequate and as GPU power continues to go
up every year, the threat will increase,” said GTRI senior research
scientist Richard Boyd.
Designed to handle the ever-growing demands of computer
games, today’s top GPUs can process information at the rate of
nearly two teraflops (a teraflop is a trillion floating-point operations
per second). Until recently, multi-core graphics processors – which
are made by either Nvidia Corp. or by AMD’s ATI unit – were difficult to use for anything except producing graphics for a monitor.
But that changed in February 2007 when Nvidia released
an important new software-development kit. These new tools
allow users to directly program a GPU using the popular C
programming language. Unfortunately, this new capability
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School of Computer Science assistant professors Jonathon Giffin (left) and Patrick Traynor are developing tools
to improve the security of mobile devices and the telecommunications networks on which they operate.
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A research team at Georgia Tech recently analyzed the technical and policy gaps that
would create vulnerabilities for customers who use their mobile phones to pay for items.
ten begin to overutilize the network by sending a high volume of
traffic to a known malicious Web server or by suddenly generating
a high volume of text messages, monitoring traffic patterns on the
network should allow these infected phones to be located, according to the researchers.
To assess their proposed methods of finding and repairing infected mobile devices, the researchers are building a cellular network test
bed at Georgia Tech that will simulate how cellular devices communicate over a network. This test bed will be interoperable with GTRI’s
Mobile Innovation, Security and Forensic Test bed (MISFiT), which examines the entire mobile ecosystem and its vulnerabilities.
“The focus of MISFiT is in-depth analysis with a system view,
including mobile data analytics for capacity planning, machineto-machine security and security issues associated with mobile
and location-based commerce,” said Chuck Bokath, a GTRI senior research engineer.
Another dimension of privacy and security concern for mobile phones is their future integration with consumer credit and
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mobile devices and the telecommunications networks on which
they operate. These Georgia Tech faculty members, together with a
team of graduate students, are developing methods of identifying
and remotely repairing mobile devices that may be infected with
viruses or other malware.
Malware can potentially eavesdrop on user input, steal sensitive information, destroy stored information or disable a device.
Attackers may snoop on passwords for online accounts, electronic
documents, emails that discuss sensitive topics, calendar and
phonebook entries, and audio and video media.
“Because mobile phones typically lack security features found
on desktop computers, such as antivirus software, we need to
accept that the mobile devices will ultimately be successfully attacked. Therefore, our research focus is to develop effective attack
recovery strategies,” explained Giffin.
The researchers are investigating whether cellular service providers – such as AT&T and Verizon Wireless – can detect infected
devices on their respective networks. Because infected devices of-
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Cybersecurity Companies Boost
Atlanta’s Industry Role
The Advanced Technology Development Center (ATDC) at
Georgia Tech is a startup accelerator that helps Georgia technology entrepreneurs launch and build successful companies.
Founded in 1980, ATDC has graduated 135 companies, which
together have raised more than a billion dollars in outside
financing.
“Atlanta has become an international hub for companies
working to counter cybersecurity threats,” said Stephen Fleming,
Georgia Tech vice president and executive director of the Enterprise Innovation Institute, ATDC’s parent organization. “Georgia
Tech has world-class faculty and students working in this area,
so we are helping grow that industry by spinning off companies
that will be important players.”
Six of ATDC’s cybersecurity companies are highlighted below.

Damballa
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Damballa – an ATDC company co-founded by Georgia Tech
School of Computer Science professors Merrick Furst, Wenke
Lee and Richard Lipton, and postdoctoral fellow David Dagon –
is a pioneer in the fight against cybercrime.
Damballa recently received $12 million in new equity funding to capitalize on the growing global demand for its network
security solution. The product detects the remote control
communication that criminals use to breach networks to steal
personal and intellectual information, and conduct espionage
or other fraudulent transactions.
“Damballa is fundamentally changing the way the industry
fights cybercrime,” said Val Rahmani, the company’s CEO. “Our

12

banking capabilities. Imagine – instead of fumbling for a credit
card, coupons and loyalty card at a grocery store, you use your
mobile phone to provide all that information.
This futuristic-sounding experience may not be far off. In November 2010, AT&T Mobility, Verizon Wireless and T-Mobile USA
announced the formation of the Isis mobile commerce network,
with pay-by-phone service expected in some markets within 18
months. In advance of these new mobile capabilities, a research
team at Georgia Tech recently analyzed the technical and policy
gaps that make pay-by-mobile users vulnerable.
With support from the National Science Foundation and
SAIC, the study was conducted by Seymour Goodman, a pro-

innovative solutions protect enterprise, Internet service providers and cloud networks from the devastating effects of botnets,
advanced persistent threats, advanced malware and other
cybercrime activity.”
Damballa customers include Fortune 1000 companies, Internet and telecommunications service providers, government
agencies and educational organizations.

GlobalCrypto
After developing cryptographic security software in his
garage for a year, GlobalCrypto CEO Todd Merrill brought his
company to ATDC in September 2008.
“We became an ATDC company because I was exposed to
ATDC companies and realized they are well-built and seemed to
have basic business processes taken care of,” said Merrill.
GlobalCrypto’s RealMe software authenticates users on a
website, protects online content, prevents the sharing of online
memberships, digitally signs documents and eliminates the
need to manage multiple passwords for commonly used Web
applications – all without fobs, cookies, tokens, certificates or
cumbersome login requirements. To do this, the software embeds information in a digital image and then exchanges pieces
of that image between a user and a Web application to accomplish a strong, bi-directional two-factor authentication.
The software provides regulatory compliance for customers
in industries that include e-commerce, credit cards, trading and
health care.

fessor in the Sam Nunn School of International Affairs and the
School of Computer Science at Georgia Tech, Traynor, and graduate students Andrew Harris of the Sam Nunn School and Frank
Park of the School of Computer Science.
“It is essential that we understand both the opportunities and
the dangers presented by mobile devices,” said Goodman, who
is also co-director of both the Georgia Tech Information Security
Center (GTISC) and the Center for International Strategy, Technology and Policy (CISTP). “The safe and responsible deployment of
emerging mobile technologies requires not only additional understanding, but also the willingness of government, corporations
and civil society to confront these challenges expeditiously.”

Gyrus

Purewire

In a high-security setting, such as a bank or government agency,
preventing information from unintentionally leaving the network
security perimeter is important. To thwart such incidents, ATDC
company Gyrus has developed an approach that uses hardware
events combined with memory analysis to authorize outgoing
information before it is sent. Gyrus’ approach, which is based on
virtual machine introspection techniques, can be used in conjunction with white listing, firewalls and intrusion prevention.
“Since malware cannot reproduce hardware events coming
from a keyboard or mouse, Gyrus interprets a user’s intent based on
his or her interactions with the computer and verifies that the application traffic is indeed user-initiated,” said company founder Wenke
Lee, a professor in the Georgia Tech School of Computer Science.
The technology has been developed with funding from the
National Science Foundation, Office of Naval Research, Georgia
Research Alliance and U.S. Army.

ATDC company Purewire launched in August 2008 and quickly
garnered several accolades – including Gartner Cool Vendor and
DEMOgod – for its technology innovation and thought leadership
in the rapidly growing Web security market.
The company provided Web security services to enterprises, as
well as a host of social networking security tools for both businesses and consumers. In October 2009, Purewire was acquired by
Barracuda Networks, where the technology serves as the foundation for Barracuda’s cloud-based security services and its research
scientists run Barracuda Labs, the company’s multidisciplinary
global threat research team.

Lancope
John Copeland, a Georgia Tech School of Electrical and Computer Engineering professor, founded the ATDC information security company Lancope in 2000.
“I began working on information security solutions after finding
bursts of data on my home computer that I recognized as the work
of hackers,” said Copeland, who was also the first Georgia Research
Alliance Eminent Scholar.
Lancope introduced its first product, called StealthWatch™, in
May 2001. StealthWatch uses behavior-based architecture to monitor network traffic and detect suspicious activity. Unlike signaturebased and protocol-anomaly products, it can identify unknown
assailants and quickly trace the source of attacks. Since its release,
StealthWatch has evolved into a family of products that lets enterprises track and analyze their network flows to root out suspicious
activity within their network environments.

Whisper Communications’ technology enables secure transmission of sensitive information – such as credit card numbers
– from cellphones, laptops and other wireless devices. By creating
a “cone of silence” around the transmitting and receiving devices,
information transmitted with Whisper’s technology is garbled
beyond repair beyond a certain distance.
“In the next six months, we plan to launch our first product
with a strategic partner in the mobile-payments space,” said Steve
McLaughlin, a co-founder of Whisper and a Ken Byers Professor of
Electrical and Computer Engineering at Georgia Tech.
The technology has been developed with more than $1
million from the National Science Foundation, Georgia Research
Alliance, Imlay Investments and the Georgia Tech Edison Fund.
An ATDC company, Whisper Communications was founded
in 2009 by McLaughlin, former doctoral student Cenk Argon and
current doctoral student Demijan Klinc. In 2010, the company
hired Jeffrey McConnell, an experienced early stage CEO, to drive
the commercialization of the technology.

technology – a form of radio-frequency identification (RFID)
– will likely be used to process consumer transactions. The researchers suggest there should be a mechanism to authenticate
readers and notify users before they disclose their private information.
“Users are willing to trust devices with which they are interacting without proper validation, so the public will need to be
educated about what these digital wallet readers should look
like and how to spot an illegitimate device,” said Goodman.
Goodman, Harris and collaborators at Carnegie Mellon University are also concerned with the security risks that mobile
phones bring to less-developed countries. In 2009, the 53 countries
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Customers must first be educated about how data is collected and shared on mobile phones and how they can protect
against theft and abuse of their personal information. The researchers propose the creation of a comprehensive national
privacy policy to ensure that consumers can use a “digital wallet” to purchase goods with confidence that the data generated
through those transactions will not be bought, sold or traded.
In addition, the study suggests that digital wallet developers
consider sensible privacy statements designed specifically for
mobile phones.
On the technical side, vulnerabilities lie in authenticating the
legitimacy of a digital wallet reader. Near-field communication

Whisper Communications
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Researchers at Georgia Tech and Carnegie Mellon University investigated cellular security
vulnerabilities in Africa and found that many African nations suffer from a deficiency of
appropriate laws and organizations needed to confront cyber crime.
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of Africa boasted 295 million mobile phone subscriptions for a penetration rate of 37.5 per 100 inhabitants.
With funding from the MacArthur Foundation,
the researchers investigated cellular security vulnerabilities in Africa. They found that many African
nations suffer from a deficiency of appropriate laws
and organizations needed to confront cyber crime.
“In such an environment, mobile phones become an unprecedented tool to track a citizen’s
activities. An unscrupulous government could easily use the cellular network to track an individual’s
movement, listen to conversations and access financial records,” explained Goodman.
The research team has suggested solutions to these
vulnerabilities, such as requiring device manufacturers
and service providers to offer adequate security, increasing the African workforce of information security
professionals, and initiating a public awareness campaign to alert the African people to the potentially
detrimental effects mobile phones can have.
GTISC researchers are also investigating security on
landline phones, as phishing scams make the leap from
email to the world’s voice systems. Today, it is relatively
easy for criminals to fake caller ID and employ the same
sort of phishing scams they use on the Internet.
Funded in part by the National Science Foundation, Traynor and Mustaque Ahamad, a professor in the
School of Computer Science and GTISC director, identified a digital fingerprint hidden within voice signals
that can reveal fraud and thwart voice phishing scams.

Georgia Tech Information Security Center
The Georgia Tech Information Security Center (GTISC) focuses
on research, education and outreach programs for securing information technology systems. Achieving effective information
security in the context of real-world problems is GTISC’s vision.
Because GTISC is an Institute-wide center, its affiliated faculty
members come from several units, including the College of
Computing, School of Electrical and Computer Engineering,
Sam Nunn School of International Affairs, Georgia Tech Research
Institute, and the Office of Information Technology.
www.gtisc.gatech.edu

The team created a system called PinDr0p that exploits artifacts
left on call audio by the voice networks themselves and then determines the path a call takes to get to a recipient’s phone with at
least 90 percent accuracy. The team is currently working on using
PinDr0p to geolocate the origin of calls.
Secure Information Sharing
Information sharing requires that partners establish broad electronic trust among the caretakers of critical information and those
who need and are authorized to use that information.
Researchers from Georgia Tech teamed with Children’s Healthcare of Atlanta and Emory University’s Center for Comprehensive
Informatics to develop technologies that will protect the security
and privacy of electronic health information.
“Storing medical records in electronic format and sharing them
among different health care organizations has the potential to produce enormous improvements in the quality and efficiency of the
health care system, but unauthorized disclosure of the information
has the potential to damage lives and harm careers,” said Douglas
Blough, a professor in the School of Electrical and Computer Engineering at Georgia Tech.
Through a project called MedVault, Blough and professors
Mustaque Ahamad and Ling Liu of the School of Computer Science at Georgia Tech are developing a broad set of information
security and privacy tools that can be integrated with electronic
health records systems and work flows. MedVault is supported
by the National Science Foundation and the Atlanta Clinical and
Translational Science Institute.
With health information exchanges popping up across the
country, individuals will begin sharing health documents with

various health care system entities, which will need to verify the
source and trustworthiness of the documents. MedVault researchers developed a system that uses redactable signature technology
for source-verifiable, patient-controlled information sharing. The
system enables documents digitally signed by a health care provider to be authenticated, while at the same time invisibly deleting
information a patient wants to keep confidential.
“This technology could be especially valuable, for example,
to parents who need certified health records to enroll a child in
school, college, summer camp or other activity because parents
would just need this one digitally signed document and could
use it in many different ways,” explained Blough.
The research team also designed a policy combination and
conflict resolution system that can examine the policies of multiple health care entities and ensure they are all followed.
“Each organization with a health information exchange may
have a different policy about what information in their system
can be disclosed under specific circumstances and patients
might want to set their own disclosure controls, and all of these
policies must be enforced. Our system combines these multiple
policies and resolves any conflicts,” added Blough.
The MedVault team is working to ensure that these technologies are seamlessly integrated with the overall health system
and its medical processes to provide strong security and privacy
while assuring patient safety.
While secure information sharing is necessary in the health
care sector, it’s also essential for criminal justice organizations.
The Global Federated Identity and Privilege Management (GFIPM)
initiative provides a way for justice and public safety organizations
to securely access information from multiple agencies with a single

GTRI Cyber Technology and Information Security Laboratory

xx www.gtri.gatech.edu/ctisl
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In October 2010, the Georgia Tech Research Institute (GTRI) created a new Cyber Technology and Information Security Laboratory
(CTISL) to apply GTRI’s broad expertise and systems engineering experience in cyber-related research to a wide range of
information security issues. CTISL researchers are developing
cutting-edge capabilities that will allow data to be sent across
trusted networks to ensure effective missions for GTRI’s customers. CTISL’s work focuses on providing resilient command and
control solutions to war fighters operating in contested environments, helping industry defend against cyber criminals, and
safeguarding the nation’s critical infrastructure.
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School of Electrical and Computer Engineering professor Douglas Blough (left), and School
of Computer Science professors Ling Liu (center) and Mustaque Ahamad are developing a
broad set of information security and privacy tools that can be integrated with electronic
health records systems.
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logon. John Wandelt, a GTRI principal research scientist, is the GFIPM initiative’s project manager.
Established through a collaborative effort of the Global Justice Information Sharing Initiative membership, the
U.S. Department of Justice, Office of Justice Programs,
Bureau of Justice Assistance and the U.S. Department
of Homeland Security, the GFIPM initiative provides the
justice community with a secure information-sharing architecture based on an electronic justice credential. This
standards-based justice credential can be used to securely connect law enforcement and public safety personnel
to interagency applications and data over the Internet.
“By separating the roles of identity providers
from service providers, the GFPIM architecture allows
agencies to leverage their existing local security infrastructures, policies and mechanisms to significantly
reduce overall cost and increase privacy, security and
usability,” explained Wandelt.
The GFIPM framework supports identifying and
authenticating users; managing the certifications, clearances, job functions, local privileges and organizational
affiliations associated with each user that can serve as the
basis for authorization decisions; and determining what
information is required to audit systems.
The framework leverages the National Information
Exchange Model (NIEM) for which Wandelt and other
GTRI researchers provided engineering support and
technical guidance.
In September 2010, the GTRI team working in
conjunction with the Global Security Working Group

Center for International Strategy, Technology, and Policy
The Center for International Strategy, Technology, and Policy (CISTP) is the interdisciplinary policy research arm of the Sam Nunn School of International Affairs at Georgia
Tech. It generates independent, policy-relevant research. The Center’s interest in
cybersecurity includes:
•
•
•

The international landscape of information infrastructures and cybersecurity.
Conflicts in cyberspace.
Ubiquitous data collection and comprehensive privacy, a joint project with
Dan Breznitz, associate professor in the Sam Nunn School of International
Affairs and the College of Management. It is supported by a grant from the
Institute for Information Infrastructure Protection and the U.S. Department of
Homeland Security.

www.cistp.gatech.edu

published a baseline set of GFIPM technical and governance
specifications. The specifications are currently being adopted by
the U.S. Department of Justice, U.S. Department of Homeland Security, Federal Bureau of Investigation, and several state and local
agencies to securely exchange sensitive information.
U.S. Government Agency Security
For decades, researchers at Georgia Tech have developed
technologies for defending against and defeating attacks on
the battlefield. More recently, they have been focusing major
efforts on defending the virtual battlefield.
Experts in the Georgia Tech Research Institute (GTRI) and the
Georgia Tech Information Security Center (GTISC) are tackling
security issues with government and military networks, and
developing new tools and methods for securing information
and networks.
To develop and deploy advanced technologies to defend
against and deter cyber attacks on the United States, researchers are pursuing challenges in various agencies within the U.S.
Departments of Defense and Homeland Security, and local,
state and allied foreign governments.
Georgia Tech’s work focuses on providing resilient commandand-control solutions to war fighters operating in contested
environments, and helping government agencies defend against
cyber criminals to safeguard the nation’s critical infrastructure.
Command and Control Mission Assurance
The sophisticated, multiphase cyber attacks that increasingly
target government operations are often invisible to traditional
security technology. To construct systems that control homeland

and combat operations, GTRI researchers are designing and fielding resilient information systems that include secure network
enclaves, virtualization and multilevel security.
GTRI researchers are helping the U.S. Department of Defense develop, test and integrate new technologies for defending networks.
“The objective of this work is to assure command and control
from a networking perspective in a hostile cyber environment,”
said Jeff Moulton, a GTRI principal research associate.
The Network-centric Test and Training System (NeTTS) developed by GTRI also provides command-and-control mission
assurance. NeTTS is a family of nonintrusive test tools for distributed, network-centric environments that support test and
training through the creation of realistic virtual environments.
Since 1997, GTRI has developed these tools, with most funding
from the Department of Defense’s Resource Enhancement Program.
The first of these tools, the Realistic Operational Communications
Scenarios (ROCS) System, pioneered a systematic approach to Command, Control, Communications, Computers and Intelligence (C4I)
testing, focusing on ground combat elements. Successor systems –
the Commander’s Air Defense Environment Test Tool (CADETT) and
the Integrated Broadcast Service Test and Analysis Tool (ITAS) – focused on air operations and intelligence systems.
The centralized code base allows rapid deployment of updated code, new plug-ins and drivers, new development language
versions, troubleshooting and other changes. The NeTTS training
component emphasizes realism, focusing on software that can
merge training with actual tactical communications systems to
oﬀer a true hands-on experience.
“NeTTS has been used by all four military services, providing
support during pre-test planning, test conduct and post-test

Graduate Education in Cybersecurity at Georgia Tech

www.gtisc.gatech.edu/degree.html
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The Georgia Tech College of Computing, in collaboration with
the Sam Nunn School of International Affairs, offers a Master of
Science degree in information security. The general knowledge
aspects of the program touch on the impact of information
security on our lives, private citizens’ concern for privacy, information security risks to business and government, and the
impact of laws and public policy. Georgia Tech also offers a Ph.D.
in computer science with an emphasis in information security. Students enrolled in the M.S. or Ph.D. information security
programs are eligible for scholarships from the Department of
Homeland Security and the National Science Foundation.
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analysis of a wide variety of communication networks and systems,” said Fred Wright, a GTRI principal research engineer.
GTRI has also been involved for more than seven years with
the U.S. military’s Deployable Joint Command and Control system
(DJC2) – a self-contained, self-powered temporary headquarters
facility. GTRI has been responsible for designing DJC2’s information technology infrastructure since the initial prototype stage.
“The time it used to take to deploy a joint task force infrastructure was significant,” said Jack Hart, a senior research engineer
leading the program for GTRI. “Our forces need to be able to
stand up a joint task force communications infrastructure in a
very short amount of time – not two or three weeks but 72 hours
or less.”
The work, which is directly sponsored by the DJC2 Joint
Program Office, has included networks and wired and wireless
communications, as well as newer elements such as advanced
peer-to-peer internetworking convergence and satellite communication terminals.
One major hurdle, Hart explained, has involved migrating
from the serial equipment originally used by the joint task forces.
The serial approach was based largely on modem communications, which made tactical communications between field units
and headquarters problematic.
To enable the migration, GTRI designed a seamless, phased
transition from the original equipment to Ethernet systems
based on current Internet protocol (IP) technology. Hart’s team
created a hybrid architecture that allowed older serial equipment
to connect to new IP systems when required.
Now that the DJC2 rapid-response kit has been designed,
tested and fielded, GTRI is focusing on enhancing important

technical elements of the system. Hart’s team is developing a secure DJC2 wireless architecture, expected to become one of the
few operational systems that is fully accredited for security. To
support this wireless architecture, the team is utilizing wideband
satellite Ka and X-band communications technologies.
Network Vulnerability
Georgia Tech’s cyber researchers are also applying the latest
technologies in signal and protocol exploitation, Web crawling,
malware analysis, and reverse engineering of embedded and application programs to counter adversary information networks.
For one project, GTRI researchers are developing new techniques for critical infrastructure and network defense and
information operations in the Air National Guard. GTRI plans to
develop interoperability solutions for connecting aircraft to various data link systems and ground forces, along with analyzing
and identifying security issues.
GTRI will also develop an interactive process for tracking cyber technologies and threats. In particular, a systems engineering
process will be customized to provide an understandable presentation of cyberspace trends and issues, and predict future threats.
“As technology changes and new systems come online, the
Air National Guard needs new tools to watch for attacks so that
they can continue to progress as new technologies develop into
cyber concerns,” Wright explained.
Also in the network vulnerability area, GTRI has developed a
platform called SpiderSense, which provides intelligent crawling
and analysis modules for Web research. The platform is currently
used for automated penetration testing and exploits research,
but new tools and techniques can be rapidly prototyped. Ini-

RESEARCH HORIZONS

BRIEF

Emerging Cyber Threats Report
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In October 2010, the Georgia Tech Information Security Center
(GTISC) published its Emerging Cyber Threats Report for 2011. The
report draws upon a wide range of security research to uncover
and explain the top three trends that will strongly impact the security landscape in 2011. These include the further proliferation and
sophistication of botnets, attacks on pervasive devices and social
networking, and the impact of cyber security issues on physical
systems. Common features of these threats are their increased sophistication and the monetary gain motives that drive them.
www.gtisc.gatech.edu/pdf/cyberThreatReport2011.pdf
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GTRI’s new Cyber Technology and Information Security Laboratory, led by director Bo Rotoloni (right) and deputy director and chief engineer Fred
Wright, conducts applied research focused on secure information systems, network vulnerability, and mission assurance within the cyber domain.

tial development of SpiderSense was led by former GTRI senior
research engineer Steve Millar with support from GTRI’s Independent Research and Development program.
Web servers often have full access to databases and supporting services within an organization. If they are compromised, they
have the network permissions to cause damage to other, more
critical systems like databases or directory servers. Web threats
like this are currently addressed by an infrequent and uneven application of code reviews and penetration tests.

One of the SpiderSense modules assesses websites for possible entry points that malicious programs could use to gain
access to Web servers and withdraw data from them, and tests
each point for exploitability. The SpiderSense tool enables organizations to automatically defend websites from SQL injection,
cross-site scripting, denial of service and other attacks.
“SpiderSense enables government and industry to conduct
repeatable, automated and customizable security assessments
of their Web applications to validate software development

Testifying Before Congress

Goodman has also testified before the House Committee on Armed Services’ Subcommittee on Terrorism and Unconventional Threats and
Capabilities. His testimony focused on the risks to the military from dependencies on complex computer information systems.
In addition, as chair of the National Research Council’s Committee on Improving Cybersecurity Research in the United States and a member of the National Research Council’s Computer Science and Telecommunications Board, Goodman has briefed many Senate and House
staffers on cybersecurity issues. He also serves as a member of the group that advises the International Telecommunication Union (ITU) on
matters of cybersecurity.
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Seymour Goodman, a professor in the Sam Nunn School of International Affairs and the College of Computing at Georgia Tech, expressed his strong support of H.R. 4061, the Cybersecurity Enhancement Act,
by testifying before the Subcommittee on Research and Science Education of the House Committee on
Science and Technology. In his remarks, Goodman stated that “cybersecurity should be viewed as a broad
societal issue, like auto safety or public health” and that “cyber protection will be an ongoing need, requiring
continually improved responses to dynamically changing circumstances.”
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life-cycle practices and ensure information assurance,” said GTRI
research scientist Andrew Howard, who is currently leading this
research effort.
In addition, SpiderSense can be used as a platform for directing simulated intrusion attacks into networks, a practice called “red
teaming.” Automated discovery of the vulnerable entry points in
Web servers provides a technique for developing cyber weapons
that also automate the exploitation of the vulnerabilities.
In another network vulnerability project, GTISC and GTRI researchers are helping the U.S. Department of Defense and other
government agencies block and remove botnets from networks,
shut down botnet operations on the Internet, assess current botnet
threats and predict future trends.
Georgia Tech computer science professor Wenke Lee leads the
five-year, $7.5 million Multidisciplinary University Research Initiative
(MURI) from the U.S. Office of Naval Research, which is aimed at
developing practical approaches to detecting and removing botnets. The multi-university team, which includes collaborators at the
University of Michigan, Stanford University and the University of
California at Santa Barbara, plans to develop botnet detection and
removal approaches that will work against all bots and botnets.
To do this, the researchers will first identify the basic properties
of all bots and botnets, and then determine how they can target
these structural and operational properties to locate bots and
botnets. Lastly, they will develop practical ways to shut down the
botnets and remove the bots from affected computers.
For example, a basic property of all bots is that they are not human, thus their activity is generated by a computer program. With
this knowledge, the researchers hope to develop techniques that
would help find bot-infected computers by distinguishing human-

generated network traffic from program-generated traffic. To put
this theory into practice, they would need to develop an effective
way of monitoring the activity on computers and determining
whether it originated from humans or programs.
To do that, they might develop a way to determine whether
an email sent from a computer was sent by a user clicking a
send button or some program sending it without user action.
While all activity generated by programs is not bad, this could
be their first clue that a computer might be infected with a bot.
If additional bot-like properties are observed, the researchers would be able to determine for sure whether the computer
was compromised.
“We are confident that by following this methodology, we can
deliver approaches that are fundamental, meaning that if a botnet
changes, the solutions will still work because they target the fundamental properties of botnets that each one has to have to survive,”
said Lee.
Secure Information Systems
GTRI researchers working in the secure information systems
area design, develop and deploy enterprise information systems
requiring state-of-the-art database, platform and Internet security.
They are currently providing secure applications and cross-domain
extensible markup language (XML) guards to the U.S. Department
of Defense to enable sharing of compartmented data between networks and domains.
These applications are built from the ground up with redundant security measures at every layer. This security infrastructure
provides the necessary protections to prevent data spills that could
be catastrophic to national defense.
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Georgia Tech offers professional education courses
on cybersecurity issues. Among the topics: protecting networks, systems and sensitive customer data,
and the latest advances in wireless and application
security taught by Georgia Tech faculty and research
scientists. Cybersecurity professional education
courses are designed for information technology
and security professionals seeking to advance their
careers into management and leadership roles. This
program prepares attendees to manage complex information systems in an increasingly hostile environment, and gives them
the essential strategic, leadership and technical skills to safeguard organizations.
www.pe.gatech.edu/subjects/cyber-security
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Georgia Tech computer science professor Wenke Lee (left) and postdoctoral fellow David
Dagon are developing practical approaches to detecting and removing bots and botnets.
building a cyber test laboratory that provides development, testing and visualization capabilities in support of wired and wireless
transport media. Plans also include connectivity to government
test ranges, partnering with private industry to include its solutions in the laboratory, and developing targeted educational
courses to enhance awareness.
“By developing solutions to impending cyber concerns at
an early stage before they become widespread sources of harm,
Georgia Tech will continue to be a leader in the cybersecurity
arena,” said Mustaque Ahamad, director of GTISC. rh
Rick Robinson and Michael Terrazas also contributed to this story.
This material is based upon work supported by the National Science Foundation (NSF) under Award
Nos. CNS-0716570, CNS-0916047 and 0911886; U.S. Army under Award No. W911NF-06-1-0316; U.S.
Navy under Award No. N00014-09-1-1042; National Institutes of Health’s (NIH) National Center for Research Resources under PHS Grant UL1 RR025008 from the Clinical and Translational Science Award
program; and the Office of Naval Research (ONR) under Award No. N00014-09-1-1042. Any opinions,
findings, conclusions or recommendations expressed in this publication are those of the principal
investigators and do not necessarily reflect the views of the NSF, U.S. Army, U.S. Navy, NIH or ONR.

Winter/Spring 2011 • Vol. 28, No. 1

Looking Forward
With the growing scale and sophistication of cybersecurity
threats, multidisciplinary teams at Georgia Tech are focused on
gaining a better understanding of emerging threats, as well as
the motives and methods of cyber attackers.
Georgia Tech researchers are working together and partnering with local Internet security companies to provide solutions
for defending against highly sophisticated and well-funded cyber criminal activities. The basic research conducted at GTISC
provides the forward-looking activities required to defend proactively, and the applied research of GTRI incorporates these ideas
into proof-of-concept and functional models. By partnering with
small business, these solutions can be implemented.
To foster this vision, GTRI is developing a long-term strategic
plan that invests in collaborative research involving numerous
Georgia Tech units and small businesses. These plans include
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Researchers have developed
a new class of electronic
logic device in which current
is switched by an electric
field generated by the application of mechanical strain
to zinc oxide nanowires.

Strain-Gating Piezotronics:
Researchers Create New Class of Piezoelectric Logic Devices

The devices, which include

Using Zinc Oxide Nanowires

transistors and diodes, could
be used in nanometer-scale

By John Toon

robotics, nano-electromechanical systems (NEMS),
micro-electromechanical
systems (MEMS) and microfluidic devices.
Photo: Gary Meek
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Georgia Tech researchers
measure the performance of
a piezo-phototronic device
in which a laser changes
the conductance of a metal
contact attached to a zinc
oxide structure.
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eorgia Tech researchers have developed a
new class of electronic logic device in which
current is switched by an electric field generated by the application of mechanical strain to zinc
oxide nanowires.
The devices, which include transistors and diodes, could be used in nanometer-scale robotics,
nano-electromechanical systems (NEMS), microelectromechanical systems (MEMS) and microfluidic
devices. The mechanical action used to initiate the
strain could be as simple as pushing a button, or be
created by the flow of a liquid, stretching of muscles
or movement of a robotic component.
In traditional field-effect transistors, an electrical field switches – or “gates” – the flow of electrical
current through a semiconductor. Instead of using
an electrical signal, the new logic devices create the
switching field by mechanically deforming zinc oxide nanowires. The deformation creates strain in the
nanowires, generating an electric field through the
piezoelectric effect – which creates electrical charges
in certain crystalline materials when they are subjected to mechanical strain.
“When we apply a strain to a nanowire placed
across two metal electrodes, we create a field that is
strong enough to serve as the gating voltage,” said
Zhong Lin Wang, a Regents professor in the Georgia
Tech School of Materials Science and Engineering.
“This type of device would allow mechanical action
to be interfaced with electronics, and could be the
basis for a new form of logic device that uses the
piezoelectric potential in place of a gate voltage.”
Wang, who has published a series of articles on
the devices in such journals as Nano Letters, Advanced
Materials and Applied Physics Letters, calls this new class

of nanometer-scale device “piezotronics” because
they use piezoelectric potential to tune and gate
the charge transport process in semiconductors. The
devices rely on the unique properties of zinc oxide
nanostructures, which are both semiconducting and
piezoelectric.
The transistors and diodes add to the family
of nanodevices developed by Wang and his research team, and could be combined into systems
in which all components are based on the same
zinc oxide material. The researchers have previously announced development of nanometer-scale
generators that produce a voltage by converting
mechanical motion from the environment, and
nanowire sensors for measuring pH and detecting
ultraviolet light.
“The family of devices we have developed can be
joined together to create self-powered, autonomous
and intelligent nanoscale systems,” Wang said. “We
can create complex systems totally based on zinc
oxide nanowires that have memory, processing and
sensing capabilities powered by electrical energy
scavenged from the environment.”
Using strain-gated transistors fabricated on a
flexible polymer substrate, the researchers have
demonstrated basic logic operations – including
NOR, XOR and NAND gates and multiplexer/demultiplexer functions – by simply applying different types
of strain to the zinc oxide nanowires. They have also
created an inverter by placing strain-gated transistors on both sides of a flexible substrate.
“Using the strain-gated transistor as a building
block, we can build complicated logic,” Wang added.
“This is the first time that a mechanical action has
been used to create a logic operation.”

A strain-gated transistor is made of a single
zinc oxide nanowire with its two ends – the
source and drain electrodes – fixed to a polymer
substrate by metal contacts. Flexing the devices
reverses their polarity as the strain changes from
compressive to tensile on opposite sides.
The devices operate at low frequencies – the
kind created by human interaction and the ambient environment – and would not challenge
traditional CMOS transistors for speed in conventional applications.
The Georgia Tech group has also learned to control conductivity in zinc oxide nanodevices using
laser emissions that take advantage of the unique
photo-excitation properties of the material. When
ultraviolet light from a laser strikes a metal contact
attached to a zinc oxide structure, it creates electronhole pairs, which change the height of the Schottky
barrier at the zinc oxide-metal contact.
These conductivity-changing characteristics
of the laser emissions can be used in tandem with
alterations in mechanical strain to provide more
precise control over the conducting capabilities
of a device.

“The laser improves the conductivity of
the structure,” Wang noted. “The laser effect is
in contrast to the piezoelectric effect. The laser effect reduces the barrier height, while the
piezoelectric effect increases the barrier height.”
Wang has called these new devices fabricated by coupling piezoelectric, photon excitation
and semiconductor properties “piezo-phototronic” devices.
The research has been supported by the
National Science Foundation (NSF), the Defense
Advanced Research Projects Agency (DARPA),
and the U.S. Department of Energy (DOE). In
addition to Wang, the research team includes
Wenzhuo Wu, Yaguang Wei, Youfan Hu, Weihua
Liu, Minbaek Lee, Yan Zhang, Yanling Chang,
Shu Xiang, Lei Ding, Jie Liu and Robert Snyder.
“Our work with strain-gated devices provides a new approach to logic operations that
performs mechanical-electrical actions in one
structural unit using a single material,” Wang
noted. “These transistors could provide new
processing and memory capabilities in very
small and portable devices.” rh

C O N TA C T S
Zhong Lin Wang

zhong.wang@mse.gatech.edu
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 hen we apply a strain to
W
a nanowire placed across
two metal electrodes, we
create a field that is strong
enough to serve as the
gating voltage. This type
of device would allow
mechanical action to be
interfaced with electronics,
and could be the basis for
a new form of logic device
that uses the piezoelectric
potential in place of a gate
voltage.

”

— Zhong Lin Wang,
Regents professor in
the School of Materials
Science and Engineering
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A Georgia Tech researcher manipulates and measures nanodevices based
on zinc oxide nanowires fabricated on a flexible polymer substrate.
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Researchers are using

Remote Control of
Worms Using Light:

inexpensive components
from ordinary liquid crystal
display (LCD) projectors
to control the brain and
muscles of tiny organisms.
Red, green and blue light
from a projector activates

Researchers Use LCD Projector to Control Brain

light-sensitive microbial

and Muscles of Tiny Organisms

proteins that are genetically
engineered into the organ-

By Abby Robinson

isms, allowing the researchers to switch neurons on
and off like light bulbs and
turn muscles on and off like
engines.
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Georgia Tech researchers
are using inexpensive LCD
projectors to control the
brain and muscles of tiny
organisms, including freely
moving worms.
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esearchers are using inexpensive components from ordinary liquid crystal display
(LCD) projectors to control the brain and
muscles of tiny organisms, including freely moving
worms. Red, green and blue light from a projector
activates light-sensitive microbial proteins that are
genetically engineered into the worms, allowing the
researchers to switch neurons on and off like light
bulbs and turn muscles on and off like engines.
Use of the LCD technology to control small animals advances the field of optogenetics – a mix of
optical and genetic techniques that has given researchers unparalleled control over brain circuits in
laboratory animals. Until now, the technique could
be used only with larger animals by placement of an
optical fiber into an animal’s brain or required illumination of an animal’s entire body.
A paper published in January 2011 in the advance online edition of the journal Nature Methods
describes how the inexpensive illumination technology allows researchers to stimulate or silence specific
neurons and muscles of freely moving worms, while
precisely controlling the location, duration, frequency and intensity of the light.
“This illumination instrument significantly enhances our ability to control, alter, observe and
investigate how neurons, muscles and circuits ultimately produce behavior in animals,” said Hang Lu,
an associate professor in the Georgia Tech School of
Chemical & Biomolecular Engineering.
Lu and graduate students Jeffrey Stirman and
Matthew Crane developed the tool with support

from the National Institutes of Health and the Alfred
P. Sloan Foundation.
The illumination system includes a modified
off-the-shelf LCD projector, which is used to cast a
multi-color pattern of light onto an animal. The independent red, green and blue channels allow
researchers to activate excitable cells sensitive to
specific colors while simultaneously silencing others.
“Because the central component of the illumination system is a commercially available projector,
the system’s cost and complexity are dramatically reduced, which we hope will enable wider adoption of
this tool by the research community,” explained Lu.
By connecting the illumination system to a
microscope and combining it with video tracking,
the researchers are able to track and record the behavior of freely moving animals, while maintaining
the lighting in the intended anatomical position.
When the animal moves, changes to the light’s location, intensity and color can be updated in less
than 40 milliseconds.
Once Lu and her team built the prototype system,
they used it to explore the “touch” circuit of the worm
Caenorhabditis elegans by exciting and inhibiting its
mechano-sensory and locomotion neurons. Alexander Gottschalk, a professor in the Johann Wolfgang
Goethe-University Frankfurt Institute of Biochemistry
in Frankfurt, Germany, and his team provided the
light-sensitive optogenetic reagents for the Georgia
Tech experiments.
For their first experiment, the researchers illuminated the head of a worm at regular intervals while

the animal moved forward. This produced
a coiling effect in the head and caused the
worm to crawl in a triangular pattern. In another experiment, the team scanned light
along the bodies of worms from head to tail,
which resulted in backward movement when
neurons near the head were stimulated and
forward movement when neurons near the
tail were stimulated.
Additional experiments showed that the intensity of the light affected a worm’s behavior
and that several optogenetic reagents excited
at different wavelengths could be combined
in one experiment to understand circuit functions. The researchers were able to examine
a large number of animals under a variety of
conditions, demonstrating that the technique’s
results were both robust and repeatable.

“This instrument allowed us to control defined events in defined locations at defined
times in an intact biological system, allowing
us to dissect animal functional circuits with
greater precision and nuance,” added Lu.
While these proof-of-concept studies
investigated the response of C. elegans to mechanical stimulation, the illumination system
can also be used to evaluate responses to
chemical, thermal and visual stimuli. Researchers can also use it to study a variety of neurons
and muscles in other small animals, such as the
zebrafish and fruit fly larvae.
“Experiments with this illumination system
yield quantitative behavior data that cannot
be obtained by manual touch assays, laser
cell ablation or genetic manipulation of neurotransmitters,” said Lu. rh
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School of Chemical & Biomolecular Engineering associate professor Hang Lu (center) and graduate students Jeffrey Stirman
(left) and Matthew Crane designed an inexpensive illumination technology to stimulate and silence specific neurons and
muscles of freely moving worms, while precisely controlling the location, duration, frequency and intensity of the light.
Photo: Gary Meek
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IN THE NEWS

News Media Cover Work of Georgia Tech Researchers
A collaboration between Georgia Tech and Emory University
researchers on a microneedle patch for painless influenza vaccination
received global attention when a paper describing the project was
published in the journal Nature Medicine. More than 300 news outlets from
around the world reported on mouse testing that compared the immune
protection produced by vaccine administered with an array of dissolving
microneedles to vaccine given with traditional hypodermic needles. Outlets
covering the work included ABC News, Al Jazeera, the Baltimore Sun, the BBC,
CBS News, CNET News, CNN, the Dallas Morning News, Discover Magazine,
Discovery News, Engadget, Fox News, the Huffington Post, the Los Angeles
Times, MSNBC, National Public Radio, Newsday, Newsweek, the San Francisco
Examiner, Science News, Sky News, Technology Review, Time Magazine, U.S.
News & World Report, the Washington Post, and Wired. At Georgia Tech, the
research is led by Mark Prausnitz, a professor in the School of Chemical &
Biomolecular Engineering. (See the article on page 4 of this issue of Research
Horizons magazine).
Georgia Tech researchers have developed a new class of electronic
logic device in which current is switched by an electric field generated by
the application of mechanical strain to zinc oxide nanowires. The devices,
which include transistors and diodes, could be used in nanometer-scale
robotics, nano-electromechanical systems (NEMS), micro-electromechanical systems (MEMS) and microfluidic devices. More than 50 news
outlets covered the development, including Electronic Component News,
Electronic Engineering Times, ElectroIQ, Electronics Weekly, New Electronics, Photonics.com, R&D Magazine and Technology Review. Researcher
Zhong Lin Wang from the School of Materials Science and Engineering
leads the project, which has been reported in the journals Nano Letters,
Advanced Materials and Applied Physics Letters. (See the article on page
22 of this issue of Research Horizons magazine).
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Georgia Tech researchers are using inexpensive components from
ordinary liquid crystal display (LCD) projectors to control the brain
and muscles of tiny organisms, including freely moving worms. Red,
green and blue lights from a projector activate light-sensitive microbial proteins that are genetically engineered into the worms, allowing
the researchers to switch neurons on and off like light bulbs and turn
muscles on and off like engines. The results, published in the journal Nature Methods, attracted attention in more than 100 news media outlets,
including Bioscience Technology, ChemInfo, CNET News, Electronic Component News, Gizmag, LiveScience, Medical Device Technology, MSNBC,
OptoIQ, Medgadget, Technology Review and ZDNet. The research is being
led by Hang Lu, a professor in the School of Chemical & Biomolecular
Engineering. (See the story on page 24 of this issue of Research Horizons
magazine).
A group of chemical compounds used by a species of tropical seaweed to ward off fungus attacks may have promising anti-malarial
properties for humans. The compounds are part of a unique chemical
signaling system that seaweeds use to battle enemies – and that may
provide a wealth of potential new pharmaceutical compounds. Georgia
Tech researchers discovered the compounds and reported on them at
the annual meeting of the American Association for the Advancement
of Science. Media outlets reporting on the project included Australian
Broadcasting Corporation, Chemistry World, the Daily Mail, the Guardian
newspaper, Medical Device Technology, R&D Magazine, Science Magazine,
Sky News, UPI and the Vancouver Sun. Julia Kubanek, who has faculty
appointments in the School of Biology and the School of Chemistry and
Biochemistry, reported on the potential importance of the compounds.

Photo: Gary Meek

Georgia Tech researchers measure the performance of an array of zinc oxide nanodevices

Julia Kubanek, a Georgia Tech professor, holds samples of a tropical seaweed whose

fabricated on a flexible polymer substrate.

surface chemicals are being studied for their potential anti-malarial properties.

Georgia Tech
Recognition
Georgia
TechFaculty
Facultyand
andStaff
StaffReceive
Receive
Recognition
College of Engineering dean
Don Giddens, biomedical engineering professors Gilda Barabino and
Stephen DeWeerth, chemistry &
biochemistry professor Joseph Perry, industrial & systems engineering and public
policy associate professor Valerie Thomas, and mechanical engineering professor
Zhuomin Zhang were named Fellows of
the American Association for the Advancement of Science.
Electrical and computer engineering
Regents professor Mark Allen, professor
John Papapolymerou and associate
professor Gabriel Rincón-Mora; computer science chair Ellen Zegura and
professor Mary Jean Harrold, and
chemical & biomolecular engineering adjunct professor Jay Lee were named IEEE
Fellows.
Civil and environmental engineering professor Spyros Pavlostathis was
named a Fellow by the International Water
Association.

Aerospace engineering assistant
professor Mitchell Walker, associate
professors Amy Pritchett and Stephen
Ruffin, and professor of the practice
David Spencer were elected Associate
Fellows of the American Institute of Aeronautics and Astronautics.

Computer science associate professor
Jun “Jim” Xu was named an Association
of Computing Machinery Distinguished
Scientist.
GTRI principal research engineer
Doug Nation was inducted into the Association of Old Crows Technology Hall of
Fame.
President G.P. “Bud” Peterson was
named one of the “100 Most Influential
Georgians” by Georgia Trend magazine.
The magazine also recognized mechanical
engineering professor emeritus Robert
Nerem and biomedical engineering associate professor Todd McDevitt as“Notable
Georgians.”

Physics associate professor Roman
Grigoriev and instructor Edwin Greco
won the 2010 François Frenkiel Award
from the Division of Fluid Dynamics of the
American Physical Society.
Earth and atmospheric sciences assistant professor Josef Dufek received the
Hishashi Kuno Early Career Scientist Award
from the Volcanology, Geochemistry and
Petrology Section of the American Geophysical Union.
Sam Nunn, former U.S. senator and
Distinguished Professor in the Sam Nunn
School of International Affairs, was named
a Georgia Trustee by the Georgia Historical
Society and the Office of the Governor.

Abby Robinson, communications
officer in the Research News & Publications
Office, received an IEEE-USA Professional
Achievement Award.

The Institute for Operations Research
and the Management Sciences awarded
George Nemhauser, professor in the
School of Industrial & Systems Engineering, its Khachiyan Prize.

David Sholl, professor in the School
of Chemical & Biomolecular Engineering,
received the Early Career Award from the
Computational Molecular Science and Engineering Forum of the American Institute
of Chemical Engineers.

GTRI senior research engineer Douglas Britton became a Fellow of the Food
Systems Leadership Institute.

Physics Regents professor Walt de
Heer received the Materials Research Society Medal.

Yulin Deng has been elected a
Fellow of the International Academy of
Wood Science.

NASA chief technologist and aerospace engineering associate professor
Robert Braun received the Von Karman

Todd McDevitt

School of Computational Science &
Engineering professor David Bader received the IEEE Computer Society’s Golden
Core Member award.
School of History, Technology and
Society professor Jonathan Schneer
won the 2010 National Jewish Book
Award in the category of Writing Based on
Archival Material for his book: The Balfour
Declaration.
Andrei Fedorov, mechanical engineering professor, won the 2010 Invention
and Contribution Board Award from the
National Aeronautics and Space Administration.
School of Computer Science assistant
professor Nick Feamster received the
2010 Rising Star Award from the Association for Computing Machinery’s Special
Interest Group on Data Communications.
Mechanical engineering professor
Charles Ume won the Excellence in Mechanics Award from the American Society
of Mechanical Engineers Electronics & Photonic Division.
Karim Sabra, assistant professor of
mechanical engineering, received the R.
Bruce Lindsay Award from the Acoustical
Society of America.

Hanchao Lu, professor in the School
of History, Technology and Society, received
the 2010 Honor for Academic Excellence by
the Association of Chinese Historians in the
United States.

The architectural firms of instructors
David Yocum, Brian Bell and Stuart
Romm received awards of excellence from
the Georgia Chapter of American Institute
of Architects.

Janet Murray, professor in the
School of Literature, Communication
and Culture, was named one of the
Top Ten Brains of the Digital Future by
Prospect Magazine.

Mark Ferguson, associate professor
of operations management, was elected
president-elect of the Production and
Operations Management Society Supply
Chain College, chair-elect of the Institute
for Operations Research and the Management Sciences Revenue Management
and Pricing Section, and vice president
of meetings for the Manufacturing and
Services Operations Management society.

Aerospace engineering assistant professor Julian Rimoli received the James
Clerk Maxwell Young Writer Prize from
Philosophical Magazine and Philosophical
Magazine Letters.

Gary McMurray

-- Compiled by Abby Robinson

Janet Murray

Shina Tan

Valerie Thomas
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Civil & environmental engineering
professor Roberto Leon received the
American Institute of Steel Construction’s
2011 Special Achievement Award.

Bill Cook

Ali Adibi, professor in the School
of Electrical & Computer Engineering,
and Elizabeth Mynatt, professor in the
School of Interactive Computing, received
2011 Cancer Research Awards from the
Georgia Cancer Coalition.

Physics assistant professor Shina
Tan was selected as a 2011 Alfred P. Sloan
Research Fellow and was awarded the
2010 George E. Valley Prize by the American Physical Society.

Chemistry and biochemistry professor David Sherrill was elected a Fellow of
the American Physical Society.

Gilda Barabino

Lectureship award from the American
Institute of Aeronautics and Astronautics.

AWARDS & HONORS

Bill Cook, professor in the School
of Industrial & Systems Engineering,
was named a Fellow of the Institute for
Operations Research and the Management Sciences.

GTRI Food Processing Technology
Division chief Gary McMurray became an
IEEE Senior Member.
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Researchers at the Georgia
Tech Research Institute are

Quantum Future:

designing, fabricating and
testing planar ion traps that
can be readily combined
into large, interconnected
trap arrays. Such traps

GTRI Researchers Are Designing and Testing Microfabricated
Planar Ion Traps

would allow use of ions as
qubits in future quantum
computing systems that

By Abby Robinson

could provide the power
needed for such tasks as
breaking encryptions.

Photo: Jason Amini

RESEARCH HORIZONS

GTRI researchers are
designing, fabricating and
testing planar ion traps that
can be readily combined
into large, interconnected
trap arrays.
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espite steady improvements in the speed of
conventional computers during the last few
decades, certain types of problems remain
computationally difficult to solve. Quantum computers could offer a new route to solving some classes
of these problems, such as breaking encryptions.
The tremendous computing power of these devices
stems from their use of quantum systems, called “qubits,” which can exist in a “superposition” of two states
at the same time – in stark contrast to the transistors
in conventional computers that can only be in the
states of “0” or “1.”
“Though a practical quantum computer may still
be decades away, research being conducted today
is laying the groundwork for such a device by bridging the vast gap between the theory and practice of
quantum information processing,” said Dick Slusher,
a principal research scientist at the Georgia Tech Research Institute (GTRI) and director of the Georgia
Tech Quantum Institute.
One path toward creating quantum computers
is to use trapped ions as the qubits. However, it is
currently difficult to scale up conventional ion traps
into arrays large enough to create a useful quantum
computer.
At GTRI, researchers are designing, fabricating
and testing planar ion traps that can be more readily combined into large, interconnected trap arrays.
Details of the research effort, led by Slusher and GTRI
senior research scientist Alexa Harter, were presented at the annual meeting of the American Physical
Society’s Division of Atomic Molecular and Optical
Physics in May 2010.

The presentations were made by GTRI postdoctoral fellow Charlie Doret, GTRI research scientist
Arkadas Ozakin and Georgia Tech electrical and computer engineering graduate student Fayaz Shaikh.
This research is funded by the Intelligence Advanced
Research Projects Activity (IARPA) and the Defense Advanced Research Projects Agency (DARPA)
through contracts with the Army Research Office.
GTRI’s microfabricated planar ion traps employ
a combination of radio-frequency signals and static voltages applied to aluminum electrodes that
are layered on silicon wafers.
“These planar trap geometries are advantageous because they are scalable to large systems
of ions and also offer improved laser access compared to currently available traps,” said Doret.
Lasers are applied to the ions to induce “entanglement” – a quantum mechanical property
whereby the states involved cannot be completely described independently. Using systems of
trapped ions, researchers have measured entanglement clearly and can preserve it for extended
periods of time. To date, however, the largest number of entangled particles ever achieved in a
quantum computer is eight calcium ions. At least
30 ions are required to perform calculations that
cannot be realized on a conventional computer,
so a major challenge is to increase the number of
trapped ions that can interact.
The GTRI team has used computer simulations of
the electromagnetic trapping fields and the trapped
ion motion to design versatile traps capable of holding many ions. Trap designs were improved using

genetic algorithms that fed back to the shapes
and spacing of trap electrodes to optimize trap
depth and minimize heating when ions were
transported between trapping zones.
Prototypes of the designs were fabricated
with the help of Kevin Martin, a principal research
scientist in the Georgia Tech Nanotechnology
Research Center. The research team then tested
the prototypes in GTRI’s ion-trapping laboratory,
where calcium ions were first trapped in October
2009 using devices designed and fabricated at
Georgia Tech.
Experimental data on trap-loading efficiency,
ion lifetime and ion-shuttling efficiency were
used to validate the designs and provide feedback for additional improvements.
The GTRI team is working with researchers
at Duke University to integrate optics directly
into the ion traps, while researchers at the Massachusetts Institute of Technology are testing the
devices in a cryogenic environment.

In collaboration with the University of
Maryland, GTRI researchers are also investigating the use of an array of trapped ions and/or
ultra-cold atoms trapped in optical lattices for
applications in quantum simulation.
“We still have much to learn about individual
quantum systems, how to connect them, how to
control them, how to measure them and how to
fix the inevitable errors,” added Slusher.
Future work at GTRI will include testing new
trap designs, such as linear traps optimized for
holding long ion chains.
“This field requires a multidisciplinary effort, and Georgia Tech has the synergy and
strengths in the technology and science areas
and the fabrication facilities to make real progress,” added Slusher. rh
This material is based upon work supported by the Office of the Director of
National Intelligence (ODNI), Intelligence Advanced Research Projects Activity (IARPA) and the Defense Advanced Research Projects Agency (DARPA).
All statements of fact, opinion or conclusions contained herein are those of
the principal investigator and should not be construed as representing the
official views or policies of ODNI, IARPA, DARPA or the U.S. Government. U.S.
Army Research Office contract support through W911NF-08-1-0315 and
W911NF-07-1-0576 is acknowledged.
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Georgia Tech Quantum Institute director Dick Slusher (right) and a Georgia Tech collaborator,
Ken Brown, collect data on ion trap loading efficiency, ion lifetime and ion shuttling efficiency
to validate the designs and provide feedback for additional improvements.
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Georgia Tech researchers are
supporting key components
of DARPA’s new Ubiquitous
High Performance Computing (UHPC) initiative, a
challenge that will require

Revolutionary Computing:

development of revolutionary computing approaches.

Researchers Support National Program to Develop the Next

Among the goals are pack-

Generation of High-Performance Computers

ing a high-performance
computer with a minimum

By John Toon

of a petaflop of performance
into a single rack powered
by a fraction of the electricity consumed by comparable machines today.

Photo: Gary Meek
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DARPA’s Ubiquitous High
Performance Computing
initiative will require
development of revolutionary
computing approaches.
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magine that one of the world’s most powerful
high-performance computers could be packed
into a single rack and powered by a fraction of
the electricity consumed by comparable machines
today. That would allow an unprecedented amount
of computing capability to be installed on aircraft,
carried onto the battlefield for commanders – and
made available to researchers everywhere.
Putting this computing capability into a small
and energy-efficient package, and making it reliable
and easier to program, are among the goals of the
new DARPA Ubiquitous High Performance Computing (UHPC) initiative. Georgia Tech researchers from
three different units are supporting key components
of this challenge, which will require development of
revolutionary computing approaches.
Meeting UHPC’s ambitious program goals will require new approaches and technologies that could
redefine the way that computing systems are envisioned, designed and used.
“The opportunity we have is to go far beyond
the current product roadmaps,” said David Bader, a
professor in Georgia Tech’s School of Computational
Science and Engineering. “We really have the opportunity to change the industry and to design our
applications with new computing architectures. For
the first time since the beginning of computing, we
will be able to work with a clean slate.”
To attain the program’s ambitious goals, DARPA
funded four groups – led by NVIDIA Corp., Intel Corp.,
the Massachusetts Institute of Technology and Sandia National Laboratories – to develop UHPC system

designs. A fifth group, led by the Georgia Tech Research Institute (GTRI), will develop applications,
benchmarking and metrics that will be used to drive
UHPC system design considerations and support performance analysis of the developing system designs.
“Our team is developing a set of difficult computing problems that are relevant to the Department
of Defense (DoD). These problems are of a size and
scope that the machines they are talking about
should be able to accomplish,” said Dan Campbell, a
GTRI principal research engineer who is co-principal
investigator of the benchmarking initiative. “Our
challenge is picking the right problems and specifying them at the right level of abstraction to allow
innovation and properly represent what the DoD will
need in 2018.”
Challenge problems chosen to represent the
unique computing needs of the U.S. military include:
• Analysis of the vast streams of data originating
with widespread sensor systems, unmanned
aerial vehicles and new generations of radar
systems.
• A dynamic graph challenge, in which many
entities interact to create a problem of “connecting the dots.” That could mean analyzing
relationships in social media to find possible
adversaries or understanding network traffic
for cyber-security challenges.
Other potential challenge problems of
interest include:
• The decision tree, comparable to a chess game
in which many possible interconnected op-

tions, each with complex implications,
must be analyzed quickly.
• Materials shock and hydrodynamics issues, challenges important to improving
future generations of materials.
• Molecular dynamics simulations, which
use high-performance computers to
understand interactions between very
large systems, such as protein folding.
“We need to be able to take in a lot more
data and understand it a lot more thoroughly
than we can now,” said Mark Richards, a principal
research engineer in the Georgia Tech School
of Electrical and Computer Engineering and
co-principal investigator of the benchmarking
team. “That might allow us to find adversaries
we can’t find now because we’re unable to tease
that information out of the data flow.”
While the benefits of making such computing power widely available are obvious, how
these machines will be designed, built and reliably operated is not.
“Meeting these very ambitious program
goals will pose significant technical challenges,”
said Bader, who leads application development
on the NVIDIA team and is part of the benchmarking group. “The technology road maps in
such areas as interconnection networks, microprocessor design and technology fabrication
will be pushed to their limits.”

Meeting power limitations of just 57 kilowatts
per rack while providing a minimum of a petaflop
of computing capability – a trillion operations per
second – may be the among the toughest challenges. Systems that currently provide that order
of computing capability require tens of megawatts of power and support from a data center.
But the physical implementation of the machines is just one part of the challenge, Bader
noted. How people will work with them poses
a perhaps more difficult challenge because
it will require thinking about computers in a
new way. For instance, these highly parallel
machines could have as many as a half-million
separate threads operating at the same time.
DARPA’s initial goal – to develop capabilities from a teraflop module through a petaflop
cabinet with extreme energy efficiency – will
provide the building blocks for the next generation of computing, exascale computers,
which will be a thousand times more capable
than anything available today.
“Over the past 20 or 30 years, we’ve taken
a single computing design and kept tweaking
it through advances like miniaturizing parts,”
Bader said. “But we really haven’t changed
the global nature of how the machine works.
To meet DARPA’s power efficiency goals, we
really will need to change the way we program
the machine.” rh
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Mark Richards, David Bader and Dan Campbell (l-r) pose in the Advanced Computing Technology Lab operated by the Georgia Tech Research Institute.
The computer cabinets shown are comparable in size to those that will be used by the DARPA Ubiquitous High Performance Computing (UHPC) initiative.
Photo: Gary Meek
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The recession has expanded
the business advantages
of Georgia manufacturers
that compete on the basis
of innovation, making these
innovative companies more
than twice as profitable

Georgia Manufacturing
Survey 2010:

as firms competing on the

Recession Makes Innovation More Critical Than Ever

basis of low price. That’s one

for Competitiveness

finding of the 2010 Georgia
Manufacturing Survey.

By John Toon

T
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Workers at Temcor’s
manufacturing facility in
Rincon fabricate metal
parts. The 2010 Georgia
Manufacturing Survey
assessed the state of
manufacturing in Georgia.
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he recession has expanded the business
advantages of Georgia manufacturers that
compete on the basis of innovation in new
or technologically improved products, processes, organizational structures or marketing practices. These
innovative companies are more than twice as profitable as firms competing on the basis of low price.
That’s one finding of the 2010 Georgia Manufacturing Survey, which also found that companies are
preparing for post-recession growth, expanding export capabilities – and dealing with outsourcing and
in-sourcing of work to Georgia. The survey, which
included nearly 500 manufacturers, was conducted
by Georgia Tech’s Enterprise Innovation Institute, the
Georgia Tech School of Public Policy and Kennesaw
State University, with support from the Georgia
Department of Labor and accounting firm Habif,
Arogeti & Wynne, LLP.
Georgia has approximately 10,000 manufacturers that provide nearly 350,000 jobs and account
for 11 percent of the gross state product. Workers
in manufacturing companies earn wages averaging
nearly twice those of workers in retail companies.
The survey found a widening profitability gap
between manufacturers that compete on the basis of innovation compared to those that use other
competitive strategies. That gap has grown in each
survey conducted since 2002.
“Companies that compete on the basis of innovation are much more profitable, pay higher wages
and are more likely to benefit from in-sourcing opportunities than firms that compete on low price,”

said Jan Youtie, the survey’s director and a principal
research associate in Georgia Tech’s Enterprise Innovation Institute. “Adoption of an innovation strategy
can be useful to manufacturers regardless of industrial segment and is especially important during
difficult economic times.”
Responding companies were asked to rank six
competitive strategies for their importance to making sales. More than half selected “high quality,”
while approximately 20 percent chose “low price” or
“adapting to customer needs.” Fewer than 10 percent
reported “innovation/new technology” as a primary
competitive strategy.
Across all six strategies, innovation was associated with the highest mean return on sales: 14
percent, compared to just 6 percent for the lowprice strategy. And those financial benefits extended
to workers, whose annual salaries averaged $10,000
per year more at innovative manufacturers than at
other companies.
The top five innovative tactics reported by respondents were (1) working with customers to
create or design a product, process or other innovation; (2) signing a confidentiality agreement to
access a new product or process; (3) working with
suppliers to create or design a product, process or
other innovation; (4) purchasing new equipment;
and (5) conducting research and development activities in-house.
While manufacturers of technology products are
most often associated with the strategy, innovative
companies can be found in all industrial segments,

said Philip Shapira, co-director of the survey
and a professor in the Georgia Tech School of
Public Policy.
“Many people think that innovation is
something that has to be done in a lab, but
our results show that innovation occurs more
broadly, particularly as companies partner with
customers and suppliers to take into account
their needs for a new product or process,” he
explained. “While high technology companies
tend to be innovative by their nature, innovation occurs across all segments and every firm
has opportunities to be innovative.”
Companies often cite cost as a reason for
not adopting innovation, but Shapira noted
that only 10 percent of companies take advantage of R&D tax credits; fewer still use
investment tax credits. “While financial incentives can assist innovation, there is a greater
need to build awareness and capabilities
among more of the state’s firms to undertake
innovation,” he said.
Though more than two-thirds of Georgia’s manufacturers have cut jobs or lost sales
in the recession, many of these companies
are now looking toward the future with plans
for locating new customers, boosting capital

investment, expanding research and development, and continuing to reduce costs.
“When we look at their plans, Georgia manufacturers are in an expansive mood, looking
for new customers and getting ready for the
next phase of economic growth,” Youtie said.
Another trend studied was growth in the
number of companies selling to international
markets. More than half of the responding
manufacturers said they were exporters – and
those manufacturers reported 50 percent
higher profitability than non-exporters. Some
22 percent of respondents had increased their
export sales since the last survey in 2008.
The survey also found that outsourcing of
work has leveled off, with approximately 16
percent of manufacturers affected by the loss
of business in 2010. At the same time, the percentage of firms benefitting from in-sourcing
has grown to nearly 15 percent.
The bottom line for manufacturers?
“The results of our survey can point manufacturers to a way forward for getting ready for
the next phase,” said Youtie. “Companies can
develop innovation capabilities. They can look
into exporting, and they can collaborate more
with suppliers and customers.” rh
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Chris Downing (left), director of the Georgia Manufacturing Extension Partnership program in the Georgia Tech Enterprise Innovation
Institute, discusses process challenges with David Keller, vice president for manufacturing at E.G.O. North America, Inc., in Newnan, Ga.
Photo: Gary Meek
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Researchers at the Georgia
Tech Research Institute
(GTRI) have developed a
system to simultaneously
measure the power and
spatial energy distribution

Directed-Energy Weapons:

of lasers that will be part
of future directed-energy

New System Developed to Test and Evaluate High-Energy

weapons. Their reusable

Laser Weapons

target board and beam
diagnostic system will help

By Abby Robinson

accelerate the development
of such high-energy laser
systems and reduce the
time required to make them
operational for national
security purposes.
Photo: Gary Meek
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The reusable target board
shown here enables the
power and energy distribution
of a high-energy laser beam
to be accurately measured
with high spatial and
temporal resolution.
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echnologies for using laser energy to destroy
threats at a distance have been in development for many years. Today, these technologies – known as directed-energy weapons – are maturing to the point of becoming deployable.
High-energy lasers, one type of directed-energy weapon, can be mounted on aircraft to deliver
a large amount of energy to a distant target at the
speed of light, resulting in structural and incendiary
damage. These lasers can be powerful enough to destroy cruise missiles, artillery projectiles, rockets and
mortar rounds.
Before these weapons can be used in the field,
however, the lasers must be tested and evaluated
at test ranges. The power and energy distribution
of the high-energy laser beam must be accurately
measured on a target board, with high spatial and
temporal resolution.
Researchers at the Georgia Tech Research Institute (GTRI) have developed a system to measure a
laser’s power and spatial energy distribution simultaneously by directing the laser beam onto a glass
target board they designed. Ultimately, the reusable
target board and beam diagnostic system will help
accelerate the development of such high-energy la-

ser systems and reduce the time required to make
them operational for national security purposes.
“The high-energy laser beam delivers its energy
to a small spot on the target – only a couple inches
in diameter – but the intensity is strong enough to
melt steel,” said GTRI senior research scientist David
Roberts. “Our goal was to develop a method for determining how many watts of energy were hitting
that area and how the energy distribution changed
over time so that the lasers could be optimized.”
GTRI teamed with Leon Glebov of Orlando-based
OptiGrate to design and fabricate a target board that
could survive high-energy laser irradiation without
changing its properties or significantly affecting
the beam. The researchers selected OptiGrate’s
handmade photo-thermo-refractive glass – a sodium-zinc-aluminum-silicate glass doped with silver,
cerium and fluorine – for the target board.
“This glass is unique in that it is transparent, but
also photosensitive like film so you can record holograms and other optical structures in the glass, then
‘develop’ them in a furnace,” explained Roberts.
The researchers tweaked the optical characteristics of the glass so that the board would resist
degradation and laser damage. OptiGrate also had

to create a new mold to produce four-inchby-four-inch pieces of the glass – a size four
times larger than the company had ever
made before.
During testing, the four-inch-square target
board is secured between a test target and a
high-energy laser, and the beam irradiance
profile on the board is imaged by a remote
camera. The images are then analyzed to
provide a contour map showing the power
density – watts per square inch – at every location where the beam hit the target.
“We can also simultaneously collect power
measurements as a function of time with no
extra equipment,” noted Roberts. “Previously,
measuring the total energy delivered by the
laser required a ball calorimeter, and temperature measurements had to be collected as the
laser heated the interior of the ball. Now we can
measure the total energy along with the total
power and power density anywhere inside the
beam more than 100 times per second.”

GTRI’s prototype target boards and a highenergy laser beam profiling system that uses
those boards were delivered to Kirtland Air
Force Base’s Laser Effects Test Facility in May
2010. The researchers successfully demonstrated them using the facility’s 50-kilowatt fiber
laser and measured power densities as high
as 10,000 watts per square centimeter without
damaging the beam profiler.
Scaling the system up to larger target board
sizes is possible, according to Roberts.
GTRI research engineer Tim Norwood, GTRI
research scientist Nathan Meraz and Georgia
Tech mechanical engineering undergraduate
student Matthew Vickers also contributed to
this research. rh
This project is supported by U.S. Army Award No. N61339-06-C-0046. The
content is solely the responsibility of the principal investigator and does not
necessarily represent the official view of the U.S. Army.
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With Orlando-based OptiGrate, GTRI senior research scientist David Roberts designed and fabricated a target board that
can survive high-energy laser irradiation without changing its properties or significantly affecting the beam.
Photo: Gary Meek
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A new study shows that

No Sex Please,
We’re Rotifers:

the hormone progesterone
plays an important role in
regulating changes in reproductive strategies among
rotifers – simple aquatic
organisms that change from
asexual to sexual reproduc-

Study Documents Use of Hormone Progesterone

tion when their populations

in Microscopic Aquatic Animals

reach certain levels. Finding
this sex steroid and its

By John Toon

receptor in these simple
organisms suggests that
the progesterone-signaling
technique dates back hundreds of millions of years.

Credit: Paige Stout
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This confocal fluorescence
microscope image shows a
female rotifer treated with
a fluorescent progesterone
probe.
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A

new study shows that humans and tiny
aquatic animals known as rotifers have
something important in common when it
comes to sex.
Barely visible without a microscope, rotifers eat
algae and serve primarily as food for baby fish. But
the females of certain rotifer species can do something quite unusual: they can reproduce asexually by
creating clones of themselves, or they can initiate a
process that allows sexual reproduction by producing male rotifers.
A chemical mediator for this change from asexual
to sexual reproduction turns out to be progesterone
– a simple molecule that also plays a vital role in
regulating reproduction and sexual development in
humans and many other species. Finding this sex steroid and its receptor in simple rotifers suggests that
the progesterone-signaling technique dates back
hundreds of millions of years.
“This has really important evolutionary implications,” said Julia Kubanek, a professor in the Georgia
Tech School of Biology and School of Chemistry
and Biochemistry and one of the study’s principal
authors. “Our study shows that the identical steroid
molecule found in humans and rotifers is used for
two very different aspects of reproduction.”
Sponsored by the National Science Foundation,
the research was reported June 14, 2010, in the early
online edition of the journal Proceedings of the National Academy of Sciences. The study is believed to
be the first to document the use of progesterone in
the lineage of simple animals that includes rotifers.

Most animals reproduce sexually, a method that
makes a species more adaptable by facilitating the
elimination of bad genes and creating potentially beneficial new gene combinations. Very simple organisms,
such as bacteria, reproduce through cell division and
obtain new genetic material from the environment.
The rotifer species Brachionus manjavacas is
somewhere in between. During most of the year, the
rotifer population consists only of females, which reproduce by creating clones of themselves. But when
unfavorable environmental conditions threaten –
such as the loss of algae food – about one third of
the rotifer population switches to sexual reproduction, which is the only way the creatures can produce
eggs able to survive through a long winter.
Kubanek and Professor Terry Snell in Georgia
Tech’s School of Biology wanted to understand what
was triggering that change, which begins with the
production of male rotifers. The switching appears
to depend on a pheromone protein that the rotifers
release into the water to indicate that other rotifers
are nearby. When the rotifer population grows large
enough to create a significant concentration of that
protein, females start laying eggs that can develop as
males. A population large enough to do that usually
doesn’t build up until fall in North America – when
winter and the end of the algae food supply are near.
To understand the complex process, the researchers combined several different research techniques
to piece the puzzle together.
Snell, along with his students and collaborators
at Woods Hole Oceanographic Institution, studied

the partially sequenced genome of the rotifer
and located a receptor for a progesteronelike molecule. Then, using a fluorescent probe
developed by James La Clair of the Xenobe
Research Institute in San Diego, Paige Stout,
a Ph.D. student in Georgia Tech’s School of
Chemistry and Biochemistry, showed that
progesterone binds to a receptor in the reproductive systems of female rotifers.
The researchers gained further evidence of
the progesterone receptor’s presence through
the use of affinity chromatography, which used
the same probe system to extract the receptor
from a mixture of proteins contained in the rotifers. Further, mass spectrometry indicated the
presence of progesterone at parts-per-billion
levels in rotifer mass.
Finally, Snell and Georgia Tech School of
Biology research scientist Tonya Shearer demonstrated a direct connection between the
hormone and the switch to sexual reproduction in the rotifers. They used RNA interference
(RNAi) technology to silence the gene controlling the progesterone receptor, which reduced

by nearly two-thirds the number of animals
switching over to sexual reproduction in response to the progesterone signal.
“This suggests that progesterone is important in this switch from asexual to sexual
reproduction,” Stout said. “Progesterone is certainly involved in the process, though there
may be more going on in a cascade process
that we haven’t yet seen.”
Though the researchers were looking for
progesterone in the rotifers, finding the same
molecule that is essential to humans still came
as a surprise.
“It’s a very complex system for such a simple
organism,” said Stout, whose primary research
focuses on complex potential pharmaceutical
compounds produced by marine organisms
such as seaweeds. “Though we were certainly
looking for it, I was surprised to see progesterone and not some derivative of it.” rh

C O N TA C T
Julia Kubanek

julia.kubanek@biology.gatech.edu

“

 his has really important
T
evolutionary implications.
Our study shows that the
identical steroid molecule
found in humans and
rotifers is used for two
very different aspects of
reproduction.

”
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in the School of Biology
and School of Chemistry
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This research was supported by National Science Foundation grant BE/
GenEn MCB-0412674. Any opinions, findings, conclusions or recommendations expressed in this article are those of the researchers and do not
necessarily reflect the views of the National Science Foundation.
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Georgia Tech School of Chemistry and Biochemistry Ph.D. candidate Paige Stout
is shown here using an epifluorescence microscope to examine rotifers.
Photo: John Toon
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Using clouds of rubidium
atoms, researchers have
made advances in three key
elements needed for quantum information systems
– including a technique
for converting photons

Quantum Information
Systems:

carrying quantum data to

Researchers Convert Signals to Telecom Wavelengths,

wavelengths that can be

Increase Memory Times

transmitted long distances
on optical fiber telecom

By John Toon

networks. The developments move quantum information networks – which
securely encode information
by entangling photons and
atoms – closer to a possible
prototype system.

Photo: Gary Meek
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Researchers Alex Radnaev
and Jacob Blumoff (standing)
and Yaroslav Dudin collect
data for a study of quantum
information systems at
Georgia Tech.
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U

sing optically dense, ultra-cold clouds of
rubidium atoms, researchers have made
advances in three key elements needed for
quantum information systems – including a technique for converting photons carrying quantum data
to wavelengths that can be transmitted long distances on optical fiber telecom networks.
The developments move quantum information
networks – which securely encode information by
entangling photons and atoms – closer to a possible
prototype system.
Georgia Tech researchers reported the findings
in September 2010 in the journals Nature Physics and
Physical Review Letters. The research was sponsored by
the Air Force Office of Scientific Research, the Office of
Naval Research and the National Science Foundation.
The advances include:
• Development of an efficient, low-noise
system for converting photons carrying
quantum information at infrared wavelengths
to longer wavelengths suitable for transmission on conventional telecommunications
systems. The researchers have demonstrated
that the system, believed to be the first of its
kind, maintains the entangled information
during conversion to telecom wavelengths –
and back to the original infrared wavelengths.
• A significant improvement in the length of
time that a quantum repeater – which would
be necessary to transmit the information –
can maintain the information in memory. The
Georgia Tech team reported memory last-

ing as long as 0.1 seconds, 30 times longer
than previously reported for systems based
on cold neutral atoms and approaching the
quantum memory goal of at least one second
– long enough to transmit the information to
the next node in the network.
• An efficient, low-noise system able to convert
photons of telecom wavelengths back to infrared wavelengths. Such a system would be
necessary for detecting entangled photons
transmitted by a quantum information system.
“This is the first system in which such a long memory time has been integrated with the ability to transmit
at telecom wavelengths,” said Brian Kennedy, a co-author of the Nature Physics paper and a professor in the
Georgia Tech School of Physics. “We now have the crucial aspects needed for a quantum repeater.”
The conversion technique addresses a longstanding issue facing quantum networks: the
wavelengths most useful for creating quantum
memory aren’t the best ones for transmitting that
information across optical telecommunications networks. Wavelengths of approximately 1.4 microns
can be transmitted in optical fiber with the lowest
absorption, but the ideal wavelength for storage is
795 nanometers.
The wavelength conversion takes place in a sophisticated system that uses a cloud of rubidium
atoms packed closely together in gaseous form to
maximize the likelihood of interaction with photons
entering the samples. Two separate laser beams excite
the rubidium atoms, which are held in a cigar-shaped

magneto-optical trap about six millimeters
long. The setup creates a four-wave mixing process that changes the wavelength of photons
entering it.
“One photon of infrared light going in becomes one photon of telecom light going out,”
said Alex Kuzmich, a professor in the Georgia Tech
School of Physics and another of the Nature Physics paper’s co-authors. “To preserve the quantum
entanglement, our conversion is done at very
high efficiency and with low noise.”
By changing the shape, size and density
of the rubidium cloud, the researchers have
boosted efficiency to as high as 65 percent. “We
learned that the efficiency of the system scales
up rather quickly with the size of the trap and
the number of atoms,” Kuzmich said. “We spent a
lot of time to make a really dense optical sample.
That dramatically improved the efficiency and
was a big factor in making this work.”
The four-wave mixing process does not
add noise to the signal, which allows the system to maintain the information encoded onto
photons by the quantum memory. “There are
multiple parameters that affect this process,
and we had to work hard to find the optimal
set,” noted Alexander Radnaev, another co-author of the Nature Physics paper.

Once the photons are converted to telecom wavelengths, they move through optical
fiber – and loop back into the magneto-optical
trap. They are then converted back to infrared
wavelengths for testing to verify that the entanglement has been maintained. That second
conversion turns the rubidium cloud into a
photon detector that is both efficient and low
in noise, Kuzmich said.
Quantum memory is created when laser
light is directed into a cloud of rubidium atoms
confined in an optical lattice. The energy excites
the atoms, and the photons scattered from the
atoms carry information about that excitation.
In the new Georgia Tech system, these photons
carrying quantum information are then fed into
the wavelength conversion system.
“This is another significant step toward improving quantum information systems based
on neutral atoms,” Kuzmich said. “For quantum
repeaters, most of the basic steps have now
been made, but achieving the final benchmarks required for an operating system will
require intensive optical engineering efforts.”
In addition to those already mentioned,
the research team also included Y.O. Dudin, R.
Zhao, H.H. Jen, J.Z. Blumoff and S.D. Jenkins. rh
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Experimental equipment used to study quantum information systems
is shown in this laboratory in the Georgia Tech School of Physics.
Photo: Gary Meek
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In collaboration with Emory

Computerizing
Critical Information:

University, researchers from
the Georgia Tech Research
Institute (GTRI) are helping
to automate human resource information systems
for health care professionals

GTRI Supports Health Resources Information Systems

in two African nations,
Kenya and Zimbabwe. The

in Kenya and Zimbabwe

researchers are evaluating
and advising on computer

By Rick Robinson

systems developed to provide information for better
human resource management, policy development
and health planning.

Photo: GTRI
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Pictured at Nursing Council
of Kenya are (l-r) Heyward
Adams of GTRI, Agnes Waudo
of the Kenya Health Work
Force Project, Dr. Martha
Rogers of Emory University,
Elizabeth Oywer of the
Nursing Council of Kenya, and
Christopher Skeels and Robert
Delano, both of GTRI.
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esearchers from the Georgia Tech Research
Institute (GTRI) are helping automate human resource information systems for health care professionals in two African nations, Kenya and Zimbabwe.
In collaboration with Emory University’s Lillian
Carter Center for International Nursing and the Task
Force for Global Health, GTRI is evaluating and advising on computer systems developed to provide
information for better human resource management, policy development and health planning.
The aim of the Kenyan effort, called the Kenya
Health Work Force Project (KHWFP), is to move information on the nation’s health care professionals
from a decentralized paper system to a computer
database. This human resources information system
would help Kenyan authorities manage and deploy
critical personnel to bolster the nation’s battle against
health challenges that include HIV/AIDS, tuberculosis
and malaria.
The KHWFP is supported by the Centers for Disease Control and Prevention (CDC) and implemented
through the Lillian Carter Center. It is funded through
the CDC by the President’s Emergency Plan for AIDS
Relief (PEPFAR).
A custom software database – the Kenya Health
Care Work Force Informatics System – has been developed by KHWFP using local Kenyan programmers.
In early 2009, GTRI joined the effort to carry out an
independent software evaluation of the new system.
“Before the Kenya Health Work Force Project
can be completed, we need to show that its information systems software will effectively support

Kenya’s health care effort and perform according to
expectations,” said Dr. Martha F. Rogers, a professor
in Emory’s Nell Hodgson Woodruff School of Nursing
and principal investigator for the workforce informatics project. “The GTRI team is helping us reach that
goal by testing and evaluating both the software and
the overall usability of the system.”
Kenya’s health care system follows a centralized
model, explained Christopher Skeels, a research scientist who leads the evaluation work for GTRI. Health
care personnel records have traditionally been kept
on several paper-based systems at government organizations that track multiple aspects of health care
professionals’ training and professional practice.
Starting with the Nursing Council of Kenya’s records, the new informatics software is transferring
the paper systems’ functionality to an online database. The aim is to phase out the paper system, and
if the new approach is successful, all of Kenya’s health
care workforce records would be automated using a
similar approach.
The GTRI team found that off-the-shelf software
evaluation programs and protocols weren’t right for
testing the Kenyan informatics system. Existing products were costly and didn’t apply well to situations
like Kenya’s, where technical capacity and infrastructure are still developing.
“As a result, we had the opportunity to design
a software evaluation protocol from scratch, based
on the international standard for such evaluations,”
Skeels said. “We spent half a year developing a full
protocol so that we could test whether the Kenyan

informatics system was ready to do its job and
capable of being adapted and upgraded down
the road.”
In addition to testing the Kenyan software in
a Georgia Tech lab, the GTRI team visited Kenya
to evaluate how beta versions of the informatics software were faring at the Nursing Council.
The team examined the existing information
technology environment and conducted extensive interviews with council personnel. The
result was the Nursing Council of Kenya Transition Assessment Report, authored by Skeels,
Rogers and GTRI researchers Heyward Adams,
Robert Delano and Philip Marquardt.
“While we found a number of significant areas that need to be addressed, we’re confident
that the Kenya Health Work Force Project can
be completed successfully,” Skeels said.
The GTRI team made a number of recommendations in the areas of hardware,
information technology software and capacity
and management issues. A new contract with
Emory calls for GTRI researchers to support Kenyan developers and the Nursing Council IT
staff in implementing those recommendations
during 2011.

In another project also sponsored by the
CDC and PEPFAR, GTRI is working with Judith
Wold, a clinical professor at the Lillian Carter
Center, to help establish a health care workforce database system in Zimbabwe. A GTRI
team first travelled to Zimbabwe in July 2009
with Wold, who is principal investigator on the
Zimbabwe project, to discuss the work with
government officials there.
“That project is moving forward, and we’re
very excited about it,” Skeels said. “We will be
in on the ground floor, advising Zimbabwean
developers on the design of a database model and a user interface model tailored to the
needs of that nation’s health care system.”
The Republic of Kenya, located in east
Africa, ranks 33rd in the world in terms of population with 38.6 million people and has a land
area of 224,081 square miles. The Republic of
Zimbabwe, in southern Africa, has a population of 12.6 million people and a land area of
150,872 square miles. rh
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GTRI researchers (l-r) Robert Delano, Heyward Adams, Ed Clarkson and Christopher Skeels are working on software being
used by the Kenya Health Work Force Project to move information on health care professionals to a computer database.
Photo: Gary Meek
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GTRI Assists United Kingdom National Archives in Identifying Files
Photo: iStockphoto

Researchers at the Georgia Tech Research Institute (GTRI) are supporting the National Archives of the United Kingdom in London by sharing the results of advanced fileformat recognition research.
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esearchers at the Georgia Tech Research Institute (GTRI) are sharing the results of advanced
file-format recognition research with The National
Archives of the United Kingdom. The effort could
enhance worldwide capability for managing the
vast array of file formats created since the computer
age began.
To preserve files, archivists must know the
format in which the file was created. The format
of a file is indicated by an internal “signature,” as
well as by the familiar file name extension.
“The ultimate problem we’re addressing
here is technical obsolescence,” said William Underwood, a principal research scientist leading
the file recognition effort for GTRI. “As software
programs have been superseded over the years,
it’s become critical to automate the enormous
task of categorizing, verifying and viewing hundreds of past and present file formats.”
One major facilitator of that task is the
PRONOM service, developed by The National
Archives of the United Kingdom. This file-format
registry, which can be utilized online by archivists and others worldwide, employs a database
containing details of more than 800 different
digital file formats. Those formats, in turn, are

accessed by a file-format identification tool
called DROID.
Underwood explained that archivists face
the task of distinguishing among data files in
hundreds of different formats. At the most basic
level, categorizing these data formats requires
software tools that examine file extensions,
which are the identifying characters such as
“doc” or “pdf” found at the end of file names.
Yet a file extension – an external identifier that is easily modified or deleted – can be
inaccurate or ambiguous. More critical is the
capability to identify correctly the distinctive internal signature that characterizes a file’s format.
GTRI, in cooperation with the U.S. National
Archives and Records Administration (NARA), is
helping the United Kingdom expand the roster
of internal signatures in the PRONOM database.
GTRI has contributed more than 100 such signatures to PRONOM. This work is being performed
at the request of the National Archives Center for
Advanced Systems and Technologies (NCAST), a
NARA unit.
Currently, about half of PRONOM’s 800 file
formats have internal signatures. Increasing the
number of internal signatures is important, Underwood said, because it helps the DROID tool

identify files more accurately. In turn, increased
accuracy enables digital archivists to better
identify older, obsolete file formats and develop
appropriate migration strategies and preservation tools.
The technology contributed to the United
Kingdom’s National Archives is derived from GTRI’s
research into Advanced Language Processing
Technology Applied to Digital Records, a project
sponsored by the U.S. Army Research Laboratory
and by NCAST. This work applies computational
linguistics technology to summarizing, accessing,
reviewing and preserving electronic records of the
U.S. Department of Defense, federal agencies and
presidential administrations.
— Rick Robinson
Contact:
William Underwood
william.underwood@gtri.gatech.edu

Georgia Tech Supports Deployment of Electronic Health Records

G

eorgia Tech is part of a new statewide
effort aimed at facilitating the adoption of secure and confidential electronic
health records systems by primary-care
providers – especially those that reach
underserved portions of Georgia’s population. The goal of the effort is to apply a
community-oriented approach to outreach,
education and technical assistance facilitating the adoption and meaningful use of the
electronic health records.
The work is part of a $19.5 million
federally funded project – headed by the
Morehouse School of Medicine’s National
Center for Primary Care (NCPC) – to help
primary-care providers in smaller practices adopt comprehensive electronic
health records (EHR) systems. The project is being coordinated by the Georgia
Health Information Technology Regional
Extension Center (GA-HITREC).
“The ultimate goal is higher quality,
more cost-effective health care for Georgia,” said Stephen Fleming, a Georgia
Tech vice president and executive direc-

tor of the Enterprise Innovation Institute,
which is providing the services. “This will
not only benefit individual citizens of the
state directly, but will also make Georgia
more attractive to companies of all sizes
because health care costs are often the
second-largest expense, after payroll, for
business and industry across the board.”
The GA-HITREC project will help as
many as 5,200 primary-care providers
in smaller practices select electronic
health records systems, properly install
the software and implement new work
flow processes that achieve meaningful
use of the technology. Using its existing
statewide network of regional technical assistance offices, Georgia Tech is
among several organizations providing direct support to providers as they
adopt the technology.
“The effort will include an assessment tool to help determine what each
provider practice needs to do to achieve
meaningful use as defined by the U.S.
Department of Health and Human Ser-

vices. This would include education and
training, changes in clinical and administrative processes, addressing computer
hardware and facility issues, and providing connectivity to emerging health
information exchanges,” explained
Steve Rushing, director of Georgia Tech’s
health@ei2 program.
Some $20 billion in funding
through the Health Information Technology for Economic and Clinical Health
Act (HITECH) will support similar programs nationwide to encourage the
deployment of interconnected EHRs.
“The widespread adoption and
meaningful use of EHRs can significantly impact the disparities among our
nation’s communities,” said Dr. Dominic Mack, director of GA-HITREC and
deputy director of the National Center
for Primary Care. “A major goal of the
federal initiative is to put underserved
communities on an equal playing field
when it comes to health information
technology (HIT).”

Across the United States and in
Georgia, use of comprehensive EHR systems is currently limited, with less than
10 percent of hospitals and doctors using
networked systems able to provide meaningful support for higher-quality care.
“A comprehensive electronic health
records system is important for the longterm management of chronic health
problems such as diabetes and heart
disease,” said Mark Braunstein, assistant
director of the Georgia Tech Health Systems Institute. “As much as 75 percent
of U.S. health care dollars now pay for
this type of care, and without adoption
of technology for more coordination of
care, that cost will continue to grow as
Image: xx
the population ages.”
— John Toon
Contact:
Steve Rushing
steve.rushing@innovate.gatech.edu
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Electronic health records systems improve access to patient information, such as test results. Here, Dr. Mark Cohen, the chief of quality, informatics and information technology for The Piedmont Heart
Institute, discusses the results of an electrocardiogram with Michelle McElwee.
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Flexible Wings, Simple Oscillation May Drive Micro Air Vehicles

F

uture generations of tiny air vehicles may be
able to fly through cracks in concrete to search
for earthquake victims or conduct surveillance missions for the military. But designing the best flying
mechanism for these miniature aerial machines is
still a challenging task.
Creating micro-scale air vehicles that
mimic the flapping of winged insects or birds
has become popular, but they typically require
a complex combination of pitching and plunging motions to oscillate the flapping wings. To
avoid some of the design challenges involved
in mimicking insect wing strokes, Georgia Tech
researchers propose using flexible wings that are
driven by a simple sinusoidal flapping motion.
“We found that the simple up and down
wavelike stroke of wings at the resonance frequency is easier to implement and generates
lift comparable to winged insects that employ a
significantly more complex stroke,” said Alexander
Alexeev, an assistant professor in Georgia Tech’s
School of Mechanical Engineering.
Details of the flapping motion proposed by
Alexeev and mechanical engineering graduate
student Hassan Masoud were published in the
May 2010 issue of the journal Physical Review
E and presented on Nov. 22, 2010, at the 63rd
Annual Meeting of the American Physical So-

ciety Division of Fluid Dynamics. The research
was performed using the National Science
Foundation’s TeraGrid computational resources.
In nature, flapping-wing flight has unparalleled maneuverability, agility and hovering
capability. Unlike fixed-wing and rotary-wing
air vehicles, micro air vehicles integrate lifting,
thrusting and hanging into a flapping wing
system, and have the ability to cruise a long
distance with a small energy supply. However, significant technical challenges exist in
designing flapping wings, including the physics associated with aerodynamics of flapping
flight at small size scales.
“When you want to create smaller and
smaller vehicles, the aerodynamics changes a lot
and modeling becomes important,” said Alexeev.
“We tried to gain insight into the flapping aerodynamics by using computational models and
identifying the aerodynamic forces necessary to
drive these very small flying machines.”
Alexeev and Masoud used three-dimensional computer simulations to examine the lift
and hovering aerodynamics of flexible wings
driven at resonance by sinusoidal oscillations.
The wings were tilted from the horizontal and
oscillated vertically by a force applied at the

wing root. To capture the dynamic interactions
between the wings and their environment, the
researchers used a hybrid computational approach that integrated the lattice Boltzmann
model for fluid dynamics and the lattice spring
model for the mechanics of elastic wings.
The simulations revealed that at resonance – the frequencies when a system
oscillates at larger amplitudes – tilted elastic
wings driven by a simple harmonic stroke generated lift comparable to that of small insects
that employ a significantly more complex
stroke. In addition, the simulations identified
one flapping regime that enabled maximum
lift and another that revealed maximum efficiency. The efficiency was maximized at a
flapping frequency 30 percent higher than the
frequency for maximized lift.
“This information could be useful for
regulating the flight of flapping-wing micro
air vehicles since high lift is typically needed
only during takeoff, while the enhanced
aerodynamic efficiency is essential for a longdistance cruise flight,” noted Masoud.
— Abby Robinson
Contact:
Alexander Alexeev
alexander.alexeev@me.gatech.edu

RESEARCH HORIZONS

Photo: Gary Meek

44

Georgia Tech mechanical engineering assistant professor Alexander Alexeev (right) and graduate student Hassan Masoud used three-dimensional computer simulations
to examine the lift and hovering aerodynamics of flexible wings driven at resonance by sinusoidal oscillations.

Study Suggests How States Can Improve Immunization Rates
Photo: CDC/James Gathany

A man receives an intramuscular flu immunization from a nurse. According to a Georgia Tech/CDC study, states with higher past seasonal influenza vaccination coverage or use of other
preventive health services in adults showed higher 2009 H1N1 vaccination rates.

S

Stewart School of Industrial and Systems Engineering. Swann also held a
joint appointment at the CDC for six
months last year through its Preparedness Modeling Unit.
CDC Immunization Services Division Branch Chief Pascale Wortley and
Georgia Tech graduate student Carlo
Davila Payan worked with Swann on
this project.
Among American adults, H1N1 vaccine coverage ranged from a high of 34
percent in South Dakota to a low of 9
percent in Mississippi. The research team
found that states with higher past seasonal influenza vaccination coverage or
use of other preventive health services
in adults showed higher 2009 H1N1 vaccination rates.
“These findings suggest that an
increase in health-seeking behavior
may increase vaccination rates during
a pandemic,” noted Swann. “If we could

encourage more adults to be vaccinated
against flu each year, we might have
more success in protecting them from
the next pandemic.”
Lower adult H1N1 vaccination coverage was observed in states where the
disease circulated for a long period of
time. That might have occurred because
if someone in a household already had
influenza, others in the household did
not feel the need to get vaccinated, explained Swann.
In terms of supply chain factors,
vaccination coverage was lower in
states where more time was used to
order allocated doses. The team noted
that time lags in the system may be a
function of efficiency or differences in
system processes across states, suggesting monitoring and potential system
design changes.
For high-risk adults – those with
underlying medical conditions that

make them more susceptible to severe
outcomes from influenza infection –
coverage ranged from 10 to 47 percent
across the country. While the yearly
acceptance of seasonal flu vaccination
affected the likelihood of H1N1 vaccination for this group as well, the study
found that states with a large percentage
of individuals medically underserved by
health professionals showed lower coverage for H1N1 immunization.
“This shows that the public health
issues such as not having enough primary care providers or having high poverty
in an area not only have an impact on
daily primary care, but also emergency
pandemic care as well,” said Swann.
— Abby Robinson
Contact:
Julie Swann
julie.swann@isye.gatech.edu
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trengthening routine influenza vaccination and health programs may help
states improve their vaccination coverage
against future pandemics or other health
emergencies, a new study suggests.
The study – conducted by Georgia
Tech researchers in collaboration with
the Centers for Disease Control and Prevention (CDC) – examined factors that
may have contributed to the striking
state-by-state variation in U.S. H1N1
flu vaccination rates. The results of the
study were presented Oct. 26, 2010 at
the 32nd Annual Meeting of the Society
for Medical Decision Making.
“Health officials in states that reported lower H1N1 vaccination rates
should learn from states with high vaccination rates during the 2009 event
to increase their rates during the next
pandemic or significant health emergency,” said Julie Swann, an associate
professor in Georgia Tech’s H. Milton
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International Collaboration Boosts Nanotechnology Research
Photo: Rob Felt

Georgia Tech’s Marcus Nanotechnology Building is an example of the kinds of investments being made to encourage the growth of nanotechnology.
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espite an initial focus on national economic
competitiveness, the nanotechnology research
initiatives now funded by more than 60 countries
have become increasingly collaborative, with nearly a quarter of all papers co-authored by researchers
across borders.
Researchers from the two leading producers of nanotechnology papers – China and the
United States – have become each nation’s most
frequent international co-authors. Though Chinese and United States researchers now publish
roughly the same number of nanotechnology papers, the United States retains a lead in the quality
of publications – as measured by the number of
early citations.
“Despite 10 years of emphasis by governments
on national nanotechnology initiatives, we find
that patterns of nanotechnology research collaboration and funding transcend country boundaries,”
said Philip Shapira, study co-author and a professor
in the Georgia Tech School of Public Policy.
The findings were part of a new study of
nanotechnology publishing reported in the
journal Nature. The research was sponsored by
the National Science Foundation-supported
Center for Nanotechnology in Society at Arizona
State University.

Sparked by programs such as the National
Nanotechnology Initiative (NNI) in the United
States, leading industrial nations have launched
nanotechnology research programs that invested
more than $8 billion in public funds in 2008 alone.
China, Germany, Japan and Korea are among the
many countries that have launched major governmental programs to develop their national
nanotechnology capabilities as part of efforts to
boost future economic growth.
“There is widespread anticipation that
nanotechnology will be a critical component in addressing global challenges in such areas as energy,
environment, health care, security and sustainability,” explained Shapira, who is also a professor
of innovation at the University of Manchester in
the United Kingdom. “At the same time, nanotechnology may be a key driver in the next wave of
technology-led economic growth and investment.
Governments around the world are hoping that
their investments in nanotechnology R&D will lead
not only to economic growth, but also to significant
societal returns.”
The study was conducted by Shapira and Jue
Wang, an assistant professor at Florida International University. It used data mining techniques to
study funding acknowledgements available in the

Web of Science, one of the leading international
databases of scientific publications. Shapira and
Wang analyzed more than 91,000 papers published
worldwide between August 2008 and July 2009.
They found that although researchers from
152 nations were represented in the survey, just
15 countries were responsible for 90 percent of the
papers. The top four countries by author affiliation
were the United States (23 percent), China (22 percent), Germany (8 percent) and Japan (8 percent).
Though the United States and China now produce approximately the same number of papers,
the United States maintains significant advantages.
“Compared with Chinese counterparts,
papers authored by U.S. researchers still have
a substantial lead in terms of citation quality,
and U.S. corporate activity in nanotechnology
innovation remains rather larger,” Shapira said.
“However, Chinese quality is improving and an
increasing number of Chinese companies are
becoming engaged in developing and commercializing nano-enabled products.”
— John Toon
Contact:
Philip Shapira
philip.shapira@pubpolicy.gatech.edu

DARPA Grant Enables Biological and Chemical Threat Detector
Photo: Nicole Cappello

School of Electrical and Computer Engineering professor Ali Adibi will lead Georgia Tech’s DARPA Center in Integrated Photonics Engineering Research, which aims to develop a new class of sensors able to
detect multiple biological and chemical threats simultaneously with unprecedented performance.

A

The Defense Advanced Research Projects Agency
(DARPA) is funding the two-year $4.3 million center
as one of its Centers in Integrated Photonics Engineering Research (CIPhER), which investigate innovative
approaches that enable revolutionary advances in science, devices or systems. For its center, Georgia Tech is
working with researchers from Emory University, Massachusetts Institute of Technology, University of California
Santa Cruz, and Yale University. The team also includes
industry collaborators Rockwell Collins, Kotura, Santur
Corporation and NanoRods, LLC.
To create an integrated chip that will simultaneously detect multiple biological and chemical agents,
the researchers need to achieve three major goals:
• Design and fabricate photonic and optomechanical structures to sense differences in a
sample’s refractive index, Raman emission,
fluorescence, absorption and mass;
• Functionalize the sensor surface with coatings

that chemical and biological agents will attach to
and create differences that can be detected; and
• Develop the sample preparation method and
microfluidic sample delivery device, and connect the device to the coated photonic structure.
“In two years, we hope to have a lab-on-a-chip
system that includes all of the sensing modalities with
appropriate coatings and microfluidic delivery,” said Adibi. “To show the feasibility of the technology, we plan to
demonstrate the high sensitivity and high selectivity of
each sensor individually and be able to use at least two
of the sensing modalities simultaneously to detect two
or three different chemical or biological agents.”
— Abby Robinson
Contact:
Ali Adibi
ali.adibi@ece.gatech.edu
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new class of sensors able to detect multiple biological
and chemical threats simultaneously with unprecedented performance may soon be within reach, thanks to
the establishment of a multi-million dollar research center
led by Georgia Tech engineers.
Biological and chemical sensing are active research
areas because of their applications in clinical screening,
drug discovery, food safety, environmental monitoring
and homeland security. Using integrated photonics, the
new class of sensors will be capable of detecting chemical agents – such as toxins, pollutants and trace gases
– and biological agents – such as proteins, viruses and
antibodies – simultaneously on the same chip.
“The proposed sensors will detect multiple biological and chemical threats on a compact integrated
platform faster, less expensively and more sensitively
than the current state-of-the-art sensors,” said the
center’s leader Ali Adibi, a professor in the Georgia Tech
School of Electrical and Computer Engineering.
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STAY IN TOUCH WITH GEORGIA TECH RESEARCH NEWS
Georgia Tech’s Research News and Research Horizons magazine have a new
online home that will make keeping track of our research discoveries easier than ever.
The URL may seem familiar (gtresearchnews.gatech.edu), but the site has
been completely redesigned to help you find the stories you need as quickly as
possible. We have also added four new ways to automatically track new research
news stories and feature articles:
• Email notification;
• RSS feeds;
• Our popular Twitter feed @gtresearchnews
• Our Facebook page: www.facebook.com/gtresearchnews
Georgia Tech Administration
Stephen Cross, Executive Vice President for Research
Stephen Fleming, Vice President and Executive Director
of the Georgia Tech Enterprise Innovation Institute
Robert McGrath, Vice President and Director of the
Georgia Tech Research Institute

The new site allows searching by research topic/category, and includes a
monthly archive, downloadable Research Horizons PDFs, and a listing of other
stories you may be interested in. News releases and articles dating back to 1995
are still available.
gtresearchnews.gatech.edu

